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1. e"le; (Introduction)

lopnwr;0N Myanmar Online Security Service Co., Ltd. \ Myanmar Online Security
Service Certification Authority (MOSS CA) I Ouaocvurwxway,yiciéotjzpagni&u
&mwi ouaocvurwxway;cl;gi&nr0)” rm; (Certificate Policies (CP)) U azmya&;omXn;
aon pmwr;zpyjon/ ppnwr;wi MOSS CA I OUaOCVUrwim&r;0;porm; (Subscribers)
O "p*pw, ouaocvurwrmxway;ci; ! ouwr,w;ci; ! prcecci; ! y, zujci;rm
YVYEIWi vuenusio;rn Moss CA \ ouaocvurwxway;cl;gi&nr0)* rmu azmy
xmylon/ iyl Moss cA Eil ouqiyiormtnv,twu oOuaoCcVUurweti
qgiaon pymag; ! Oya*a&én Ei enyynmyr,gié&nrm ! ,lunpwcrqié&n Oeagmirrm
(Trust Services) | axnuyay;cl;qi&nrmuwvn; aznyxmnyion/

IZ) CP ON Internet Engineering Task Force (IETF) RFC 3647 \ Certificate Policies (CP) Ei
Certificate Practice Statement (CPS) a&;g&rn vr;necurmtwi; a&gxmici; jzpyjon/ p
CP Wi O;pxmaompumv;rm\ €"y), owrwcurmnon tvuxadnepquo , agni&u
a&0ya" (Electronic Transactions Law) | , LLEETOuUQiaon en;0ya*rm ! €reaujimpnrm,
twi; zpyjon/

o cp on Moss cA \ ouaocvurwEigiaon Oeagmirrmtwuon to;0iy|
on/

1.1 toutvutul;cly (Overview)

Myanmar Online Security Service Co., Ltd. N, OUaOCVUrwXway;yici&o (MOSS
CcA) tzp vyieaqni&uEi&e jynaxniprermEiiawntpé ! quo ,a&; ! pnwuEl
au;ee; Oelu;Xme ! quO , a&nelumro;p;Xme\ 2010 cEp ! EO1bmv 1 &u aepy) pnrw
327-gn”c(2)a&*ca™1830 jzi vyie;vyuici vipi&cyjon/ MOSS CA ON ouaoc

vurwingr,o;prnormtwu  *p*pw, OUaOCVUrwIm; (Digital Certificates) U
vurwagx;xwayylon/ , 1;tjyl Certificate Life Cycle Oeagnirrim, (Ouaocvurw
topxway;cl; ! ouwr;,w;cl; ! prcecici; 'y, zujci;) tmv;uvn; agni&uayyjon/
MOSS CA \ OUaoCVUrwu Root CA I wvurwa&Xx;xwayyion/ pp cp wi
ouaoCcvurwo;pormtwu agmn&uxmnrrm ! MOSS CA I OUuaoCVUrw Xway;,
&mwi vuenwio;rn en;vr;rmEi ouaocvurwrwwr,wu agmni&uxmrrm; yioijy;

A1, U www.moss.com.mm W1 Download jy(vy& s Eing n/
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rwywicivyay,yiCi&O (Registration Authorities, RAs) FION OUaOCVUrwW
awni;gavimuxmici;rm€wu ppreauni;El reueaunt; ppag;ci;rmu yvyyion/

ouaocvurw\ tritpnEi tojyytvu imér,o;por "p*pw, ouaoc

VuUrwrnu Servers \wné&ruouaocéetwuvn:auni; ! Code EI Content m; VUIrw

agx;&mwivn;auni; ! pn&upnwrrmwi "*pw , Vurwa& x; 1 ay,yénwi vicréapée

Eil ay,yoreueaduni;tcutvu rm\ reueruoéEiapéevn;auni; to;yEiyjon/

1.2 cp trnEil trwton (Document Name and Identification)
lpnwr;on Moss cA \ CP jzpyjlon/ [o CP \ Object Identification Value (OID) I
(2.16.104.1.1.2.3) jzpyjon/ p oib u r0y" rmxyrowrwée vtyyiu w;clEiyjon/

1.3 PK1I wiy0ionm; (PKI Participants)
1.3.1 A[ &z

o cp wi aznmyxmaon A tzon tvuxa&nep quo ,agni&uag;0ya”té
zpn;xmaon tvuxaénep quo , agni&uas; A[ €tz jzpyjon/

1.3.2 lujuyrtz
o cp wi azmyxmaon lujuyrtzon tvuxagnep quo ,aqgmni&uas;Oya”
T& zpn;xmaon tvuxadnep quo , agniduas; lu;uyrtz izpyjon/

1.3.3 rv&&i;tjrp ouaocvurw Xway;yici&o (Root Certification Authority)

Root Certification Authority (Root CA) ON TwvuXadmep quO ,agni&uas;
lujuyrtzu enyynngié&nrtaxnutuayée ! ouaocvurw xway,yici&o (CA) rm;
O ouaocvurwrm, xwayjci; ! ouwr;w;cli; ! prceccl; !y, zujci;rm; yivyEi&e
twu tvuxadnep quo , agni&uag; Oya" €& lujuyrtzu trepmzi wnleay; ce
tyxmaon tztpn;zpyjon/ jrermowi; tcutvuEien;ynnaunya&,&i;vVrwur Root
CA tjzp vyuiviudyion/

1.3.4 ouaocvurwxway;yici&o (Certification Authority (CA))
Myanmar Online Security Service Co., Ltd. ON Ouaocvurwxway;yici&dotjzp

"prpw, ouaocvurwEiqgiaon Oeagnirrm; ay;viu&yjon/ Moss CA \ ouaoc
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VUIWU Root CA I VUrwa&X; Xway,yjon/ In&r,0;p0 (Subscriber) rmEtwu
OuaoCcVvurwu MOSS CA I pppxway;yjon/

Myanmar Online Security Service Co., Ltd. ON TwvuXa&nepgquo , agni&uas;
A[tz\ciyicujzi lujuyrtzr Xway;xmaon CA Vvyievipi &&xmaon tztpn;
jzpyilon/

1.3.5 ouaocvurw im&r;o;porm; (Subscribers)

MOSS CA rXway,aon ouaoCcvurwuingr,o;potn; ouaocvurwingr;
O;pO (Subscriber) rm;[ac:gqyjon/ ouaocvurw Im&r;0;pO (Subscriber) FMON
vwpO;cil;aonvn;auni;  tzltpn; aonvn;aunt; en;ynnqi&n ypn;rmaon
vniaunt; zpElyjon/

1.3.6 ouaocvurwu ,lunpwcpnmvucto;ylorn (Relying Parties)
MOSS CA I Xway;a0nouaocvurwrinu , lunpwcpn Vuco;paonorion
Relying Party imjzpylon/
xormrm -
1/ MOSS CA El Cross-Certification [yiMYXM:ON Foreign CA Ii; !
2/ MOSS CA El  Cross-Certification  [yiMYyXMON  Foreign CA I,
\ ouaocvurw imar,o;porim;
3/ MOSS CA r Xwyexmaonouaocvurwy ,zupn&i; (CRL) rm !
ouaocvurwimér,o;porm\ "p*pw, vurw (Digital Sign) UwVUC
tojyiorm/

1.3.7 rwywicl vyay,yici&O (Registration Authority (RA))

rwywici vyay,yici&do (RA) gonrm ouaocvurw avinuxmno\ taunt,
térmEl ywou Tt vucagni&urwwr,wijci; (Registration) | avinuxmotrewu ,
[w ! rw ppaqjci; (Identification) EI avpuxmotn ouaocrppaqjci;
(Authentication) wWtwu wnle , agni&uay,aon  vy*v (or[w) tzltpn;wpc
zpyjon/ (gvonrm RA on CA U, pn reuer& ! r& ppaq;ci; (Identification) EI

ouaocrppaq;cl; (Authentication) wnlerm:u agni&uay;yjon/)
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1.3.8 ouaocvurw rwwr;wu (Repository of Digital Certificates)

OuaoCcVvUurw rwwr,wugonrin MOSSCA r Xway;Xmnaon ouaocvurw
rmEl  ouaocvurwy , zupn&i;rm€mv,u trnjynor tcera&0iaénulunéEiée

or;,gn; rvwr,wixXmon MOSSCA \OUuaoCVuUrw rwwr;wujzpyjon/ Xrwwr;
wuu (24) en& ! (7) &uywv; (Internet qUO , ywawnuaecerv i) Oraémuiuné
Eiatni pr agni&uxmyjon/

1.3.9 cp olawnto;0ir (Applicability)

b cp & vyx;vyen;rm ! VUeNnUiO;rN en;Vr;rm; (Practices) TMV;0N jrern
ElTEwi,wi MOSS CA r OUaOoCVUrw Im&r,o;pormo Xway;Xmon ouaoc
VUrwEl ouaocvurw y, zZupnéi; (Certificate Revocation List (CRL)) rmu €o;yicl;
rm;) ouaocvurwouwr;w;ci;rm €tmv;El ouqitu0iyjon/

1.4 ouaocvurw TOjyir (Certificate Usage)
1.4.1 ouaocvurwu oiawnaon TO;Cr (Appropriate Certificate Usage)

MOSS CA F OUaOCVUrwW im&r,0o;pormno Xway,aon Ouaocvurwrinu -
e "prpw , vurwag;x;&e (Sign)!
e E-mail U VJOuurayni;1 ay;yEi&e (Encrypt)’
e ayyaon toutvurmu r&i;pntwi; ayni;vzweésée (Decrypt)’
e E-mail ay,yo rnornQppreauni; taxmutxmtjzpto;y&e (Prove
Identity) !
e Code Signing Jyivyé&e Ei

e Services NMU Authenticate (Client/ServerAuthentication) yi\Vy&e
wtwu to;yEiyjon/
Relying Party I ,lunpwci , i;&Nné&, curmtyi ticnaon &né& , curmtwu
ouaocvurwu tojyvylu wngoOya'rm ' p CP ! CPS WEI uunr&vi
to)yEiyjon/ ouaocvurwtrs, tpmtnjzi athuyrtwi; o;ri&yion/
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Assurance Level Usage
Certificate Client code/ S;;lﬁr/e
Class Low | Medium | High | Signing | encryption | Authenti | content TLS
cation signing .
sessions
Class-1 A A A A
Certificate
Class-2 A A A A
Certificate
Cla}ss—3 A A A A A
Certificate
(Individual)
Class-3 A A A A A A
Certificate
(Organization)

Class 1 Certificate

Table (1)- Individual/Organization Certificate Usage.

Class 1 €ritpm ouaocvurwon vu,wivmégnu avinuxmnéervb e-mail jzi

Online aVINUXM O U Xway;aon ouaocvurw tritpm jzpyijon/

Class 2 Certificate

Class 2 Tritpmouaocvurwu avinuxmnor vityaon taxmnuxmpn&upmwr,;rim;

Eiwu avnuxmé&rnjzpyijon/ vu , wivnagnuavmnuxnéervyy

Class 3 Certificate
Class 3 trsK;tpm; Oouaocvurwu avinuxmaor vtyaom Taxnutxn, pm&u pmwr;

rmEl avinuxmou , wir vmagnu avmuxmici; ! Xw ,[ci; yivyd&yirn/ vtyaon

taxnutxnrmwiten;q;taezi atnuywy0i&rn/

(1) rwywir&iEr rwl!

2

4) €z tpn;rmjzpyju

(2) oeaciipn&i;r&;EN rwl!
(3) &pceE1&yuuaxnucpn
(4)

- tztpnyurP\ rwywiré&i; rwl

- tztpn;r wén0iu , pm\ , VPN (Authorization Letter)

w jzpyion/
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1.4.1.1 Assurance Levels

Low Assurance Level : ,lunpwcé&rtqgieraon ouaocvurwtritpm jzpyjon/ x
ouaocvurwnm, Authentication yIVVy&eEil Non-Repudiation U axnuyay;&e &né , cu
rmjzito;ryoiyy/ pouaocvurwon imé&r,o;po\u, a&tcutvurm (Identity)
U ouaocénwi to;ryEiyy Relying Party I im&r;0;po\ ouaocvurwu to;y it
toutvurnu viduuwtzp ayni;vEilaonvn; vucoon ouaocvurwyigio
ppreauni;aocnr r&Eryy

Medium Assurance Level : ,unpwcértv , tvwtgl (Medium) &a0On ouaoc
vurw tritpnizpyjon/ pouaocvurwu tztpn;twiEi pyma&qi&nrm; !
tar,vtojyrwi imér,opo\ u,a&tcutvurm (dentity)y U OUaOCEN

wi ,lunpwcértv , tvwtqgi (Medium) vtyaontc) to;ykeoiavmyjon/

High Assurance Level : ,lunpwcér tqijriaon ouaocvurwtrs tpmizpyjon/
in&r,o;po\ u,a&tcutvurm (Identity)y U ouaocdnwi ,lunpwc&reqirm

ouaocvurw trtpm Class 1 Ei Class 2 XuyT jriyjon/

1.4.2 wmjrpXmon ouaocvurw tOo;yirrm (Prohibited Certificate Uses )
tvuxadnep quo ,agni&uaglya” ' , LEtlougion en;0ya"rmEil tre
aumimpnrmwi - ciyixmontwi; ! ouaocvurwwi cijyXxmnaonciyicut&on
ouaocvurwrmu tojyérn/ vuxcu'jPé&n &apEiaonm ! aoq;apEiaon (O)
obnlywOle;uiiu Xcuyup;apon peprm\ Xe;clyr ué&,nrmwi ouaocvurwu
xe;cly&edné , cujzito;rydyy Moss CA \  ouaocvurwu imé&r;o;porm

(Subscriber) O "p*pw, Ouaocvurw Xway,ci; ! CRL Sign X;CI,;pONn CA
vyiermrvi ticnaomagnidurrmtwu €O;ry&yy Subscriber TWU Xway;aon
OUAa0CVUIWU CA Certificate Tjzp €O;rjyi&yl/ Class-1 Certificate Fil;UI OUAOCVUIW
ulagnio\ wné&rouao jy&e (Proof of Identity) EI agmi&urirmu jit;qici;ry\vyEi&e

(non repudiation) &N& , cUrm twu €o;ry&yy
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1.5 ouaocvurwxway;ci;gi&nr0y"rm; prcecici; (Policy Administration)
1.5.1 cp/cps tn; prityciya&;qié&n €z€pn; (Organization Administering the Document)
Address - Myanmar Online Security Service Co., Ltd.,
Building (17), Ground Floor,MICT Park,
Universities” Hlaing Campus, Hlaing Township,
Yangon, Union of Myanmar

http://www.moss.com.mm

Attention- Department Head

Phone - (95)-1-521128

Fax - (95)-1-521129

E-Mail - operation@moss.com.mm

1.5.2 quo, &rNo (Contact Person)

Department Head
Myanmar Online Security Service Certification Authority

Myanmar Online Security Service Co., Ltd.

1.5.3 CP/CPS \Olavinruq;zway,;rno

(Person Determining CP/CPS Suitability for the Policy)
lujuyrtzlEil rRootcCA ON P cpEl cps\ olavirEl €o;0iru g;zwyijon/

1.5.4 cp/cPs uvUCrNVyX;Vyen;rin; (CP/CPS Approval Procedure)

b cr u A[tz\ oabmwncujzi lujuyrtzr twnyyiy;zpyilon/ cp/Ccps U
yIgicurm (Amendments) &V lujuyrtzowiy ! twnjyicu&,y; MOSS CA r
yiqijci; jyiwvyEiyjon/ jyigion Version Ei yiqirrm;, (Updates) U MOSS CA
\ WebSite & http://www.moss.com.mm WiaznyXmylon/ yiqirrmon 4i; CP \ e*rv
ReferenceVersion & &N& , XMON (Designated) (O) QWS Frm; (Conflicts) U ae&n , *Vr;r;r
&yton/ p cp wi jyigiraumi cp Etouqiaon Object Identifier WI yii&e VEyyiu
Root CA XWIJyjy; clyiciujzi agni&uyjon/

1.6 t"y;, owrwcuEitwaunupnv;rm; (Definitions and Acronyms)
aenugquw (u) Z, mEl aemuquw (c)wi azmyxmyjon/
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2.  yEyxwalci;Ei ouaocvurwrwwr,wu\ wnlerm

(Publication and Repository Responsibilities)
2.1 oOuaoCcvurw rwwr,wu (Repository)

MOSSCAON trnjynorouaocvurwrnuliaénuiunéeirn oOnline OUaOC
VUFWFWWIWU  (Repository) XM&YION/ MOSS CA r Xway,;Xmaon ouaoc
VUrwrnEl zuor;xmaon ouaocvurwrin, (CRL) U , I;rwwr,wuwitrmjyno
lunéEigetvin xwalazmyxmyion/ Xtjyli ouaocvurwu ,lunpnmvuc to;yo
(Relying Party) I OuUaoCvUrw\ tactae (Certificate Status) EI ywouaomn tcu
TVvUurmu MOSSCA \  Website [ZpaOmn (www.moss.commm) WI &naziuné&Eig&e
owl; tcutvurmu vn; aznyay;xmyjon/

2.2 ouaocvurw tautvurmu yeEyxwalci;

(Publication of Certificate Information)

MOSS CA I Xway;Xmaon ouaocvurwrin\tactae (Certificate Status) !
ouaocvurwy , zupné&i;rm; (CRL) Ei ywouaomtactaermu lunéEi&e ! ouaoc
vurwu L unpmvucto;ylO (Relying Parties) I, Download [yIVYEI&€ Web-Based
OUaOCVUIWIrWWI;WU (Repository) XMm:&ylon/ Xyl OCSP (Online Certificate Status
Protocol) Oeagmir (&yju) €O;yIT Relying Party FMr ouaocvurwn, ppag:Eirn
en;Vvr;rmu aznyay;xmyirn/

MOSS CA on atnuyrtcutwvurmu rnorgqunégEiée  , I\ WebSite
http://www.moss.com.mm Wi €Ceyn aznyxmnyjon/

= MOSS CA \ Certification Practice Statement (CPS)

= MOSS CA \ Certificate Policy (CP)

= Root CA \ OUAOCVUIW !

= MOSS CA \ouaocvurw !

= MOSS CA ' XWay;Xm:ON Subscriber M\ OuaocvurwrmEi ouaoc
VUurw y, zupn&i;rm !

= MOSS CA \ Im&r;0o;porm oabmwpncly (Subscriber Agreements) !

= OQUaocvurwu , lunpwcpmvucto;yorm oabmwpncly (Relying
Party Agreements) !

» OUAOCVUIrWTO;YIr User Manual ;!
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2.3 yEyxwal0rntiurEitce (Time or Frequency of Publication)

MOSS CA FrXway;XmaonouaocvurwrnEl ouaocvurwy , zupnéi;
(CRL) mmu ouaocvurwxwayjci; ! y,zucljyivyontcwi; Website Wi
Xwijyeay,rn/ tu, 1 CRL wiaznyxmaon ouaoCcvurwrn ouwr;ueqg;omyju
XOUuaoCVvUurw Ouwr;ueq;y,aenuyi; Xwyexmaon CRL rmwi =i;u XNOol;
vrrn r[wyy

2.4 ouaocvurw rwwr,wué toutwvurnxe;clyr

(Access Controls on Respository)

MOSS CA ON OUaoCVUrw rwwrwué tcutvu (Data) rm€m vyyici
réaon y*vrmr Xyrznpuici;] zuici;] jyjyici;rm; rywvyEiéevtyaon unu,
Xe;,clyrtptr (Control) rm; yivyxXmyjon/ ouaocvurw rwwr,wutn Oiaénu
lungci;u ueowxmici;r&yy ouaocvurwrn! ouaocvurw tactaeqién
toutvurmEl crRL ulOiagémulunNé&Eiée Relying Party Agreement (RPA) U Oabmnwné
rn jzpyjon/

3. ouaocjci;Eippaqg;Cl; (Identification and Authentication)
3.1 trnay;cl; (Naming)
3.1.1 trntr{tpmrm (Type of Names)

ouaoCc VUrwindr,o;porm\ OuaoCVUrW Subject Name Field WI X.501
Distinguished Name (DN) Y[0IyJOn/ OUWaOCVUrW\ Subject Distinguished Name (DN)
wiy0iaon Common Name (CN) ON Domain Name WPC ! E-Mail Address WpC!
tztpn,wpc\ wanoitrn jzp&yirn/ ouaocvurwwiypiaon tztpn; (0) on
tzepn\wénoitrnuaznyyijon/ vy vtrnjzi avpuxmaon ouaocvurw
(Individual Certificate) |ZPyju XO\U , yitrn jzp&rn/

3.1.2 trnrm; "y, yn0ap&evty|Ci; (Need for Name to be Meaningful)

OuaoCVvUrw im&r;o;pormon ouaocvUurwrm\ Subject Field Wiyj0irn
trnrmu emvnéev , uon! trmoég&aon &i;vi;aon ! €'y, dondi;w\ wné&ru
qjzwrayée trnrmu to;y&rn/
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3.1.3 ouaocvurw imé&r,o;po\ trnurm

(Anonymity or Pseudonymity of Subscribers)
MOSS CA ONn ouaocvurwim;&r;o;p&e avinuxmormemrr (O) tzpn;

\ trnrmu enrnéi; r[won tjcnaontrnrm, Xm&o;pcirjylyy/

3.1.4 €trnrmnu bmomjyern pnN 0 rm; (Rules for Interpreting Various Name Forms)
JyXme; xmjci;r&yy

3.1.5 €rnrmXywrrgCl; (Uniqueness of Names)
ouaocVvurw im&r;o;,porm\ Subject Distinguished Name KON MOSS CA

\ Domain €EWI,W1 WPIr{;wn; (Unique) zp&rn/

3.1.6 totrwiyici; ppreauni; xié&mapci;Ei ueypn;trwtomrm\tceu@

(Recognition, Authentication and Role of Trademarks)
MOSS CA on ouaocvurw anmuxm;orsm;tm; tjcm;orsm;

\ OPpr&nyiqirgi&n tcitag; (Intellectual Property Right (IPR)) UULVerjzpapon
trnrmo;pavinuxmici; cirylyy avinuxmormon tcnorm\ IPR U aznuzuicl;
& ! r&u MOSS CA r ppag;ci;riyivyyl/ tu , IxXotiiymrrmay:ayjuvnyiu MOSS
cAon xo\ouaocvurwavnuxmici; Ei ouaocvurwwu y,zukEion (o)
qi;ixmyiciédon/

3.2 ue0; rnornQjzpauni; ppaqg;ci; (Initial Identity Validation)
3.2.1 Private Key yigiduni;ouaojyrnen;vr;

(Method to Prove Possession of Private Key)
ouaocvurwavinuxmnoon ouaocvurwxwénwi to ;ijrn Private Key

on aiyiqijci; reueaduni; ouaoy&rn/ XOouaojy&mwi PKCS#10 File (O) Ejcm;
aon , 1;u0aon Cyrptographic €N;VI;1M; (O) MOSS CA r OabnwXmnonen;Vvr;rm;zi
ouaojyEiyjon/ MOSS CA r In&r,0;pOou,pm Key Il Generate [y\yay;yju
bvtycuon tuirliy)! rouqiyy
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3.2.2 tzltpn; pprer&auni; Xi&nap&eppaq;ct;

(Authentication of Organization Identity)
ouaocvurwwi tztpn;ernrmyiontcwi;wi Xtztpn; trewu,

wWN&rEl ouaocvurwaviuxnoray,aon avinuxmryy jcntcurm (ppaq;ée rv
tyon tourmrvi) reuerdauni;u Moss CA \ rwywijci;qi&nvyie;rmaqgni&u
aon tztpn; (RA) r Document ppag;0N eNn;Vvr;rmtwi;ppaq; twnyyjon/ RA
OnN ouaocvurwaviuxmnotn ppaqg;émwi terq;tqitmjzi -

e Ttztpn;trewu,wn&aumni;u tpétztpn;r xXway,xmon tztpn;qié&n
pn&upnwr;rm; (0) tztpn,wné&rutnrcEiontnPnyitztpn;wpcc\ pnéu
pIwr; axnuccurmu ppaq;ci;rm yivyyion/

e Ouaocvurwavinuxmotn , ;\tztpn;rcijycujzi avinuxmjci;zpaunt;
tztpn;r ogauni;u w,vze, (O) pn (O) tjcmaon en;vr,rmuo;1 ppaq;
twnyyjon/ ouaocvurwwi y*ivwp0,0;\ trnon tztpn,\u, pmv,
taezi y0iontc xoon ,i;tztpn)\ Oexr; [w ! r[wEl tztpn;
u, pm; vyyici & ! r& wu Moss CA El RA r ppaq;yjon/

e OUAOCVUIrWWIi Domain Name (O) E-mail Domain Fmyj0lyju ouaocvurw
aviiuXmooONn X Domain Name (O) E-mail Domain Name UO;pCi & ! r& wu
ppadg; rn jzpyjon/
jrermEIIEp&r [yXme;xmaon Oya"rm! ouqionen;Oya"rm! treauminpmrm;

vipipn&upmwr;rmEl  vyX;vyen;rmtwi; ticnaon ppag;rrmu vEyyu jyivy
onrn jzpyjon/

3.2.3 wpO;cii;p\ wné&ru ppaqg;Cl; (Authentication of Identity)
ouaocvurwaviuxmno wpowpa , nuci;p\ Identity ppag;ci;u ouaoc
vurw tritpntvu yvyyirn/ avnuxmnou terqg;tmjzi Eitompppa&;u*iym;
(O) rwywiu® (O) Eitu;vurwEl wuqippag;ci;rm jyivyyirn/
ouaocvurwindr,o;potmnppag;ci;yVyrntcurm (Authentication Standard)
U ouaocvurw tri;tpntvu atnuy) Z, mwi aznyxmyion/
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ouaocvu

ppaqg;rnen;vr;

rwrs;€pm;

Class — 1 ppaq;r ryivyyy oaon ouaocvurwavinuxmo\ E-mail Address |Z1
jyelumciu (Reply Mail) VUc&&ron ouaocvurw xXway;yijon/

Class - 2 OouaoCcvurw avhuxmor ayaomtcutwvurnu CA (0O) RA r
vucaon rwwr;rn; (Database) Or;,qN;Xmon tztpn;rm(o) p;ymas;
qiénrwwr;rm;) vr;nepnyrm;) 0exr;pn&i;rm rwwr;rm; (O) Database
rmé& toutvurnElr wuqippag;ci;rm yivyyijon/

Class - 3 Class-3 Certificate ppaq]jci;u aviiuxmou , Wi RA agarnuovu , wi

vnagnuapjci;jzi ppaqylon/ avinuxmou Eiliompppa&u’jyn; (O)
rwy wiug¢"wy(o) Eriuvurwé "wyEl wuqippaq;ci; rm
yvyyion/

Table (2)-Authentication of Individual Identity

3.2.4 tciacivyievyagniEiré&etwu ourwcurm

(Criteria For Interoperation)

JyXme; xmjci;r&yy

3.3 ouwr;w;éeavinuxmrrimu reueré! r& ppaq;ci;Ei ouaocrppaqjci;

(Identification and Authentication for Re-Key Request)
"prpw , OUaoCVUrwrnouwr;rueq;rouaocvurwto;yici; jywawnur

réapéetwu ouaocvurw topwpc &&deviyyjon/ ouaocvurwrmtmv;

ouwr;w;,ontc] ty" (4.2) twi;ppag;T ouwr,ueq;rnouaocvurw\ aeénwi

Tpn, X;éetwu ouaocvurwtopwpcu MosS CA I Xway;yjon/

3.3.1 yreouwr;w; (Re-Key) rm;uppag;ci;El twnijyici;

(Identification and Authentication for Routine Re-Key)

OuaoCVvUrw Ouwr,wjcl; (Re-Key) IYy\Vyr Re-Key avimuxXmicijyivyo

VYy*Vv (0) tztpn,on Xouaocvurwulagno (Subscriber) Tpprezpaunt;

ty" (4.6) y) owrwcurmtwi;ppaqg;yijon/

ouaocvurw trtpm (Class 1) twu OUWF;W;jCi; vucrnen,vrwpcrm

Challenge Phrase (O) TVmwWwpCC (O) Private Key Yyiqiauni;ouaojyci;wizi
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ouwr;,wavnuxmjci;u vucicijzpylon/ ouaocvurwouwr;w;ci; agmi&uén
wi  ouwr,wavinuxmoon 4i;\ Challenge Phrase  (O) TVmWU reuepn
znpuayEi ! aynEiontyyiouwr,wavinuénwi znoi,ontourmEil  ueo;
ouaocvurw avnuxmenwi znoi;ontcutwvurm (aumy&w Ei Technical Contact
Information I, €yr€0T) uymr ! ayni;vrré&yiju ouwr;w,ouaocvurwtopu
Xway;rnjzpyjon/

Rekey (O) Renewal Jyivy&eawmi;,qqoOnNtEcwi; MOSS CA ON OuaoCVvVurw
im&r,o;po avinuxmpOu tojylon ppag;onen;vr;rm; ! ouaocrppag;ci;
yivyon en;rm€twi; jyevnppaq;yjon/

3.3.2 ouaocvurwy, ziuly;aenu OUWT;W; (Re-Key) [y'Vy&e avinuxmici; rmu
ppreauni;ppaq;ci;Ei reueauni;twnjyict;
(Identification and Authentication for Re-Key After Revocation)
atnuazmyyrtauni;rmauni ouaocvurwuy , Zucély,aenu OUWr,w; (Re-
Key E1 Renewal) [yiVy&e avinuxmwvmct;rmu cijyirnr [wyy
e OUAOCVUIWIM,  (Class-1  Certificate 'VT) MOSS CA (O) RA
N\ wémOiciyicuré€y ouaocvurw XxXway,Xmici;auni y, Zucéc
Vil !
e Ouaocvurwavnuxmo\ vurwavnuxmci;gi&ntcurmnu twn
yiay;or avinuxmcuy] tourmon rm , 1;aznyon (o) rm;, 1;aeauni;
ui:alumi;civpn O&T ouaocvurw y , zucdcvii !
e MOSS CA Ei , I)\Vvyie;rmu unu , apniagénuéetwu tjcnaomtauni;
ycuuprmaumi y , zZujci;c&cvii !

3.4 ouaocvurwy , zué&e awni;gjci;twu ppag;ci;Eitwnyyici;
(Identification and Authentication for Revocation Request)
rnonouaocvurwurg y, zuici;ryir Moss cA Ei ouaocvurw avinu

Xmnou , wir y, zu&eawni;gjci;rmu aocmpnppaq;1 q;zwyjon/ ouaocvurw
ulagnior y, zuay,&e awni;q ! avinuxmici;rmu ppaqg; twnjylaon (Authentication)

vyx;vyen;rmwi atnuyrtcurmyl0ion/
» wpclaonouaocvurwtr;tpmrmwi y, zu&eaviiuxmnoon ouaocvu
rw uiagnio\ Challenge Phrase VlOupump (0) tvmwpumpjzi avinuxmnly;
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Xpumpon rwwr;Xe;or;XmaonpunpEiwnvii ouaocvurwu Yy, ziuay;,
jci; !

" Im&r,0;por ouaocvurwy , ziu&e (Revoke) awni;,qon avipuwvnu 4i;r *p
*pw , Vurwag X; T avinuxmnly; X pxpw ,w, Vvurwonwvn; reuevii y,
zuay;cl; !

" Quaocvurwaviuxmox quo, taumijumT Yy, zuseawni;qoon
ouaocvurwuiagmniou , wi jzpauni;aocmapci; (Xoquo , &nwitac
taeay:Wirwn T Phone! Fax! E-mail! Courier Service ;U o;yEiyjon) /

MOSS CA \ RA I'M:F Revocation Request IM; ay;y&mwi RA Administrator I VUFwWag&;
X;1Y,zuayée awni;g&rn/

4. OuaoCcvurw Life-Cycle Vyieagni&ur vycurm;

(Certificate Life-Cycle Operational Requirements)
4.1 OuaoCVvUurw avimuxmici; (Certificate Application)

ouaocvurwo;p&eavinuxmnvyiu tce; 204 ! Myanmar Info-Tech | WUOWV I,
vie, ar ' &euerilé MOSS Sale Office RA XO qUO , avinuXxm;Elyjon/ avinuwvnypu
MOSS CA \ Website [ZPaON www.moss.com.mm Wi Download [yiVY T jznpuavinuxmEiy)
on/

4.1.1 ouaocvurwavinuXmE1orm, (Who Can Submit a Certificate Application?)

e Quaocvurwavinuxmou , wi’

e urP! tztpntrnizi aviuxmyju wén0irwywixmaonurpP!

tztpn,\ wemliu, pmv , (Any Authorized Representative)

e MOSS CA \ wém0i u, pmv , rm/

e RA\ wém01 u,pmv, rm/
4.1.2 pn&iay,otjci;vyiekEi vyiewnOe, rrm;

(Enrollment Process and Responsibilities)
avinuxmnotmv,on pn&iay,of;ci;vyie; (Enrollment) WiYyj0laOn Certificate

Application &M, a&0MmjzNpuénwi reueaon’ ppreaon tcutwvurmzi znpuay,&rn/
ouaocvurw avnuxmotnv,on ouaocvurw im&r,o;po oabnwncu
(Subscriber Agreement) W1 Yj0laomtciurm, ! €nrccurmu oabmwnr&&rn/
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ouaoCcVvurwavinuxmnor Key Pair (Public Key EI Private Key) U rrbmonm
yivyyju

(U) CcA (O) RA XO 41;W\ Public Key Emay;y|Cl;! (Certificate Signing Request File

(PKCS #10)) ay;y|Cl}
(C) cA (O) RA XO Public Key EFUUNI&AON Private Key €rewu , yiqgiauni;
ouaoyjyjci;wu vyaqni&rn/

VLyylu ouaocvurwavinuxmnou , pn MOSS CA (O) RA I Key Pair Generate

yivyay;ci;u agni&uyjon/

4.2 ouaocvurwavnuxmici;uvucagni&uicl;

(Certificate Application Processing)
4.2.1 ppag;ci;vyie;rmuagmni&uict,;

(Performing Identification and Authentication Functions)

MOSS CA ElI RA rmonN ouaocvurwavinuxmnorm€n vurwxwayjci;
ryir toutwvurmtn ppag;ci;u ty* (3.2) twiagni&uyion/

4.2.2 ouaocvurwavinuxmici;u vucici; (0) jity ,Ci;

(Approval or Rejection of Certificate Applications)
ouaocvurwaviuxmoon uel;ppaq;cl; (Initial Identity Validation) U €y"

(3.2) twi; yivyatnijriT owrwxnaon aiau;uay;ol;cVvii MOSS CA (O) RA ON
avinuxmotn, ouaocvurwu Xway;rnjzpyilon/ atnuaznyy; tcurmjzpymvii
OuaoCcVvurw Xway;ci;u MOSS CA (O) RA r jiLy , EioNn/

® Initial Identity Validation ppaqj;jci;u ratmijricvii !

e aVviiuxmoon vityaomnaxmnucpn y,wpn&upnwr;rinay;&e yjuuucwvii |

o taunijumpnu owrwtcetwi; tas; , agni&uici; taunijyelumici;r&cvii!

e OowrwxXxmaonaiau;u ay;oi;&e yjuuucvii !

e OUaoOCVUrw avinuxmnotn ouaocvurwxway;ci;on MoSS CA (O) RA

twu en;ynnyr;qién XcurrmEi MOSS CA (0) RA
\ *Poumxcueion[ ,qVii!
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4.2.3 ouaocvurwaviuxmici;u vucagni&uay,onlunrice

(Time to Process Certificate Applications)
ouaocvurwaviuviEitw wvtyaon ywtaxnutxmnrm ynppmnznpu

wiyy;,ontcerpl MOSS CA (O) RA ON ouaocvurw Xway,&e agni&uyijon/
vyielyp;drntceu tvyvydu (7) utwi; owrwxmnyjon/ CA r ouaocvurw
XW, Elduni;u avinuxmotn email (O) pnzi (O) zejzi taumijumyjon/
ouaocvurw aviuxmici;on jiLy,cl; 'y, zujci;rcéontcetx avinuxmict;

wnjron (Active) [ owrwyjon/

4.3 ouaocvurw Xway;cl; (Certificate Issuance)
4.3.1 ouaocvurwxway;p0 MOSS CA r agni&urrm;

(MOSS CA Actions during Certificate Issuance)
MOSS CA ON ouaocvurw avinuvmwi yi0iaon tcutvurnu to;yt

ouaocvurw Xwayylon/ ouaocvurw Xwiy,aenu MOSS CA (O) RA ONn
avinuxmox taunijumyilon/ ouaocvurwtrtpm (Class 2, Class 3) twu
avinuxmnorouaocvurwxw , Eiauni;taunt;junprfEi€tw ouaocvurw u RA
X avinuxmou , Wi Vmagnuxw , &rn/ ouaocvurwtrs;tpm (Class 1) twu
Web Site I' Download VyTaomvn,auni; ! vu , wirvmagnuEiyju u , pmxw , Ei&e
vnauni; ppOxXmylon/ avimuXxmoon Public Key WPCXUYT OUAOCVUIW XW
ay;ée aviuxmylu Xway,onouaocvurwtastwuté uwoiaiu ayagniérn
jzpyjon/ MOSS CA ON vurwagXx;ci;vyle; (Signing Operations) rmu Ep;&
&zigurmwion ywvyylon/

4.3.2 MOSS CA r im&r;0;pOX OuaoCcvurwxw , & tauni;jumici,

(Notifications to Subscriber by the CA of Issuance of Certificates )
MOSS CA r ouaocvurwyvylyauni; RA o O;pn taunijumyjon/ RA r

ouaocvurw Xw , Ellyizpalumi; im&r;0;pOX Phone ! Fax ! E-mail ! Courier Service Il
(wpce) u tojy 1 tauni;umay;yilon/

Page 16



4.4 oOuaocvurwuvucicl; (Certificate Acceptance)

4_.4.1 ouaocvurwué , vucici; (Conduct Constituting Certificate Acceptance)
ouaocvurwtm Download yVYT &, CVII (O) ouaocvurwy] toutvu

rmEl ouaocvurwon rm , i;auni; MOSS CA (O) RA X Xway,on&urpTt (15) &u

Twi; ueuupn ayyici;récvii ouaocvurwtn vucon [ owrwyjon/

4_.4.2 ouaocvurwrn€mxwyeay;ci; (Publication of Certificate by the CA)

MOSS CA I Xway;vVuaon ouaocvurwrintn trnjynolundEi&e MOSSCA
\OUaOCVUrwrwwr;wWu (Repository) W1 Xwjyealunmay;xmyjon/ Xtjyi RootCA
Tr;onouaoCVUrwrwwr;wu (National Repository) WIVIN; XWijyeay;Xmrn |zpyl
on/

4.5 Key rmEl ouaocvurwto,;yir (Key Pair and Certificate Usage)
4.5.1 Subscriber CA \ Private Key EI ouaocvurwto;yir

(Private Key and Certificate Usage)
ouaocvurwu tojyjoon im&r;oporm\ oabnwncu (Subscriber

Agreement) EI o cP ! cPs wwiyldion owrwcurmtwi; vuenée oabnwnron
ouaocvurwu o;pérn/ ouaocvurwwi yj0iaon Key Usage Field Extension EI
ouaocvurwtn tojyiciwon uunr&rn/ (Oyrm- ouaocvurwwi Digital
Signature UVyaqmicCirjyicvii ouaocvurwu vurwaéxéetwu to,yici; ryivy
&yy)

OuUaoOCVUrwo;pormon rrw\ Private Key rmu tciréaonor to;ryEi&e
unu , agniguxmé&rn/  ouaocvurwouwr;ueq;y;aenuyr,El y, zuly;aenuyi;
Wi Xouaocvurwu quvuto; ryi&yy/

4.5.2 Relying Party I Public Key Ei ouaocvurwto;yirrm

(Relying Party Public Key and Certificate Usage)
Relying Party FMONOUaOCVUrwEi , I;ouaocvurwutojy 1a&;x;xmaon

"pFpw, vurwu L, lunto;yici;yivy&nwi Relying Party Agreement Wia&;om;Xm.aon
toutvurmnu oabnwron vuctojy&rn/

Page 17



ouaocvurwwpcay:wi ,unojpron tactaetriray:rwnitauni;
tufoiavir & ! r& U Relying Party rm; U, wipo;pm! qjzwivucérn/ tu, i
tactaewpcon aenuxytnrcourmé , oion [, qyiu Relying Party ON XO , luN
o;pciyivyéetwu vtyaomtnrcourmu Xyré , &rn jzpyijon/

Xuoaon ,luno;prrm;  ryvyr Relying Party Fmon atnuyrtcuwu
VWVYpN O;0Y[CI; (Assess) [yivy&rn/

® C(Certificate Wiazmyay;xmaomn tojyrl &né&,cuté ouaocvurwtn to;
yict;rm oiavir & ré& !

e [ cpr wnjrp ! ueowxnmjci;réaonotawnoné&né , cuwpctwu trewu,
to)yict;[w'!rfw!

e OUAOCVUrWEI , i;0Uua0oCVvVUrwuxway;caon (RootCA, CA) rm\ ouaoc
vurw tactaew (Status) uppag;&rn/ ouaocvurw  Chain Wiyj0iaon
ouaocvurwwpccony , ZUujci;cxXm&aon ouaoCcVvUurwzpyiu Relying Party
oNn Xouaocvurwu ,lunéeoiroil Ei y,zucé&rm ufauni;gavinr
&r&u to;nyr ppr;ppaqg;&e wnle&yijon/

MOSS CA EI RA rmON ouaocvurw to)yici;\ oilawvmr & ! r&u ppaq;ée
wnler&yy ouaocvurwo;pron olavnon|[ , gVil Relying Party rMON Oiavi
onN Software Ei (O) Hardware UEO;YIT "p*pW , VUIrW (Digital Signature) reueaunt;
ppaq;r (Digital Signature Verification) U JyiVyjcl;a0omvn;auni; ! Ecmaom Cryptographic
Operation UTOjyiTaomvn;auni; ouaocvurw\ reueruppaq;&rn/ ppuo ppaq;
agnigurrmEi ouaocvurwtay:wi ,luno;prwon qupyyijon/ Xuo vy
ppaq;aqmni&uiCi;Wi Certificate Chain WPCOWIW|CT;ET , I; Chain Wiyj0iaOn ouaoc
VvUurwtmwv;\ Digital Signature i, reueauni; ppaq;ci;wvn;yi0iyjon/

4.6 OuUaoCVUrw ouwr;w;cl; (Certificate Renewal)

Certificate Renewal ON VUG& Key Pair €M EOjyly;, OUaOCVUIrwW OUWF;W;
avinuxmici;rijzpyilon/ ouwr;w;ci;u ouaocvurw ouwr;rueq;r (1) v luiwi
avipuxmeérn/  Key Pair OUWT, (2) Epynjy;yju Key Pair £OpPWpPpPO;T Ouaoc
vurwtopjyivyée MOss CA X avinuxmnEiyjon/
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4.6.1 ouaocvurw ouwr;w;ci;tactae

(Circumstances for Certificate Renewal)
OUaOCVUrwouwr;rueq;r xouaocvurwtoyici;u quwvuaqgni&u

Eigetwu Im&r;o;por ouaocvurwu ouwr,w;cl; (Renewal) yivy&e Vityy]
on/

4.6.2 ouaoCvUrw Ouwr;w;avinuxmci&O (Who Can Request Renewal?)

ouaocvurwavnhuxmnou ,wi (0) tztpn;zpyju tztpn,\ouaoc
Vurw avpuxmici;uprimagni&ué&etwu  wen0ipnziwnleay, tyxmon u, pm;
V , rOnvii ouaocvurwouwr;w; jyivy&e awni;qEiyjon/

4.6.3 ouaocvurw ouwr;w;cl,agni&ur

(Processing Certificate Renewal Request)
OuaoCVvVUrwoOuwr;w;yvysnwi rvavnuxmco  trewu,jzpaunt,

aocmap&e MOSS CA (O) RA F jyeTppag;ylon/ Class 1 OUaOCVUrwtWwWU Challenge
Phrase (OF [WEVMW Phrase) wpcu TO;yiTaonvn;auni; Private Key yiqijci;u
ouaojyTaomvn;auni;l Renewal Request UVUCYJON/ im&r,0;pormon ouaoc
vurw avinuxmnpOu jznpucaon Information FMEITW Challenge Phrase (OF [wW
TVvmw pump) wpccu ag&ci,ay,y&rn/ Im&r,o;poon Certificate TLOPWPC
yevnjyivyontc, @i;\ Challenge Phrase €y[€01 avinuxmpOu jznoi;caontcu
Ttvurnayni;vrréCvii ouwr,w;ouaocvurwu Xway;yirn/ ouwr;w; ouaoc
Vurw avinuxmwvnontcwi;wi rvouaocvurwavinuxmnplu CMOSS CA (O)
RA r ppag,onen;vr;rmEi pp cP wi owrwxmaon ppaq;&rn tourmEitn
avinuxm o\ Identity Uyevnppaq; twnjyrn jzpyijon/

4.6.4 ouaocvurwtop xXw , Eiaunt; im&r;o;pooltaunt;umci;

(Notification of New Certificate Issuance to Subscriber)
ouaocvurwtop Xw,Eifduni; imé&r,opooltaunijumici;u ty"
(4.3.2) twi; agni&uyion/
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4.6.5 ouwr;,wjy, Ouaocvurwrinu xXwjyeaunmay;ci;

(Publication of the Renewal Certification by CA)
ouwr;w;topyevnxway;vuaon ouaocvurwu Moss CA \ trmyno

lunéEtaomouaocvurw rwwrwu Ei RootCA\ Triomouaocvurw rwwr;

WU (National Repository) WWI Xwjyeaunmxmrn zpyijon/

4.7 Key Pair TOpUTOjy TOUaOCVUIrWOUWTr;W;Ci; (Certificate Re-Key)
Certificate Re-Key ON Public Key TOpwpcu tOjyiT ouaocvurwtopwpc
xXway;ci;jzpyijon/

4.7.1 Key Pair tOputojy iouaocvurwouwr;,w;ée tactaerm

(Circumstances for Certificate Re-Key)
Certificate Re-Key ON ouaocvurwwpc\ vué&to;ylaeaon Private Key ViCl

pwcéru 0o , &aomtc (0) Vvu&o;paeaomn Key rm\ouwr; (2) Ep [ynaontcwi
YVvyElyjon/ Xuo ouwr;wjci;u ouaocvurw ouwr;rueq;r (1) v luwi
avinuxm&rn/

4.7.2 ouaocvurwtop yevnjyivyéeawni;qci&orm;

(Who May Request Certificate of a New Public Key)
OuUaOCVUrw Oouwr,w;ci;EWU Class 2 EI Class 3 OUaOCVUrwrimjzpyiu

in&r,o;pou , wiromvji (o) tzltpn;,\ ouaocvurwtwu vtyxmaon wén0i
u,pmv , ronvii ouaoc vurwtop yevnjyivyée awni;geiyjon/

4.7.3 Key toptojyilT ouaocvurwouwr;w;&e awni;qjci;u agni&uici;

(Processing Certificate Re-Keying Requests)

Key toOptojyiT ouaocvurwouwr,wge aviuxmoon rvouaoc
vurw aviuxmo u,wi (o) wénliu,pmnv, Ttrewu,jzpauni; ppaqg;ciEi
Authentication jZp&e€EWU OwrwxXmaomvtycurmEl avnnpn yevnppag;ci;wu
MOSS CA (O) RA ON VyX;Vyen;rm Wi, Challenge Phrase (O) €VMW Phrase WpCU
tojylTaonvn;auni; ! Private Key yiqiru ouaojy Taonvin;auni; aocmpn ppaq;y!
on/ xoppag;atnijrijy,aon avinuxmormn ouaocvurwrnxXwayy; imér;
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O,pOrmX0 Ouwr,w, ouaocvurwxw ,Eladuni; taunijumpn ay)yrn
jzpyion/

4.7.4 Key tToOptoOjyT ouwr,w,Xmaon ouaocvurwu Xw,Eiauni;
Im&r;o;pooltauni;umnict,
(Notification of New Certificate Issuance to Subscriber)
Key toptojylfl ouwr,wXmaon ouaocvurwtopu Xw,Eiauni;
im&r;o;pootaunt;jumici;u ty" (4.3.2) twi; agniduyion/

4.7.5 Key topto;ylT ouwr;w;Xmaon ouaocvurwtnxwjyeaunn
ay;Cl; (Publication of the Re-Keyed Certificate by the CA)
ouwr;w;topyevnxway;vuaon ouaocvurwu Moss CA \ trmyno
luNé&ETaom Website EI RootCA \'Er;Om0Ua0CVUFrWIrWWI WU (National Repository)
WwWi Xwyeaunmxnrn jzpyilon/

4.8 ouaocvurwyylyiayni;Vvici; (Certificate Modification)
4.8.1 ouaocvurw jyiyiayni;vr tajctaerm

(Circumstances for Certificate Modification)

ouaocvurwiyyijyiayni;Vvici; (Modification)ON IM&r;0;pO\ Public Key r'vV 1
vuéouaocvurwwpcwiy0iaontcutvurmayni;vrauni ouaocvurwtop
wpc Xwayketwu avihuxmici;u &nneyjon/ ouaocvurwiyyiyiaymi;vici;
(Modification) ON ty" (4.1) wiaznyxmaon ouaocvurwavinuxmnici;Eiwnon [
po;pmyion/

4.8.2 ouaocvurwyiyiaymni;véeawni;gci&o

(Who May Request Certificate Modification)
ty" 4.1.1) twiagni&uyjon/
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4.8.3 ouaocvurwyiyiaymi;vay;geawni;grrmuagni&uct;

(Processing Certificate Modification Requests)

MOSS CA (O) RA ONn ouaocvurwylyiayni;vée avinuxmo\ vtyaon
toutvurmn pprerppaq;ci; (Identification EI Authentication) U €y* (3.2) €twi;

yivyyirn/

4.8.4 ouaocvurw topxwjyauni; im&r;o;pormotauni;jumnici;

(Notification of New Certificate Issuance to Subscriber)

MOSS CA (O) RA ON ouaocvurwtopxwy;yju avinuxmnoxo t;ar;(Vv)
(O) pn (O) Ejicmaomen;vr;rmu to;y 1 taunijumrn jzpyijon/

4.8.5 Jylyiayni;vjy,aon ouaocvurwuvucci;

(Conduct Constituting Acceptance of Modified Certificate )
ty" (4.4.1) twiagniduyjon/

4.8.6 Jylyrayni;vjy,aon ouaocvurwuxwiyeay;ct;

(Publication of the Modified Certificate by the CA )
ty" (4.4.2) twiagni&uyjon/

4.9 ouaocvurwy, zujciEi ,m, qi;ijci;
(Certificate Revocation and Suspension)

4.9.1 ouaocvurwy, zujci,El ,mn, qi;1éetwu tactaerm;

(Circumstances for Revocation and Suspension)

MOSS CA (O) Subscriber U, WIr y,zu&e awni;qron ouaocvurwu
y,Zul CRL Wi Xwjyeaunmay,yjon/ imé&r;,o;por y , zZujci;jyvywvyjuwén0ipnzi
agomavinuxmé&rn/  ouaocvurwuy , zuéetwu vavnuaontaxmnutxn!
taunijycuéyju MOSS CA On , I;,0uaocvurwu y, zuEiyjon/ atnuyjtac
taerm; zpay:cVii CA on im&r;o;porm\ ouaocvurwrmu y, ZzuEiyjon/

(1)  MOSS CA (0) im&r,0;por , I;)\ Private Key C; , CC&V]i (O) aymuq;con

[ .'unvii (0) 0o0,écvil!
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(2) Im&r;opoon vuengrnpn;ur;rm (Subscriber’s Obligation,
Representation) (O) Subscriber Agreement Y] EMFCCGU (Warrenty) iU
claznuon [ MoSS CA r , lunly; tauni;jycurm’ ouaormgcwvii !

(3)  Im&r;o;poEi clygxmaon oabmwncupncilyrm &yp/y;q;omwvi !

(4)  Class 3 Organization Certificate I'l; €EWU T€ZIEPN,; (Affiliation) ZUIOI; Vi (O)
réawnvii !

(5) MOSS CA r ouaoCcvurwon Subject Field Wi yj0ion trnr[wo
wpO;Em; Xway;Xmici;! aiy*v\cijylcuré&y ouaocvurwu Xway;,
on[ ,ql, taunijycudcvii’

(6) ouaocvurwavnuxménwi znoi;xmontcurm rm , i;aevi !

(7)  ouaocvurwxway;ci;ryir ywwijydrntcurm jynpatniagni&u
Icl; récvii !

(8) im&r,o;po ! tzltpn;trn ' ouaocvurwwiy0iaomn Common Name
(CN) aymi;vewvil !

(9) ouaocvurwyrtcutvurmreuerrg&auni;Erayni;vomnauni; ppaq;
azmxwawécwvii !

(10) ouaocvurwu quUVUO;pYyJuU Root CA ' MOSS CA EI tjcmo;porm;
tn; yOenjzpEicvii !

(11) ouaocvurwu wémroixw , Xmauni;awédwvii !

ouaocvurw guvu o.;prauni yoenzpci& ! r& q;zwénwi atnuyy

tourmu xXnoi;po;pmyilon/

(1) wiwe;r (Complaint) tadtwuEl oabnobmn0 '

(2) wiwe;ryiwvyoon rnornQjzponu xXnoi;p0;pmici; !

(3) vuéyXme;xmaon ougionOya"rm; ! vyx;vyen;rmEl uunr & r&'

(4) imé&r;o;por ab;€E&n, zpatni ToOjyrrmauni jzpay:wvmnaon wjyerrm;

Oouaocvurwo;po\ Pprivate Key C;,cC&CI; ! aymuqjci; ! cf,aznucéct;
(Compromise) zpON[ ,gylu (O) O&IU OUaOCVUrwo;pOooON MOSS CA O
treq; quo , taunijumé&rn/

4.9.2 ouaocvurwy , ziuée awni;qci&o (Who can Request Revocation)
Im&r,0;pou , Wi (Individual) (0O) €zl€tpn; ouaocvurwizpyju wnleay;ty
xmaomn wemliu, pnv ,ron vy, zudeawni;qEion/ imé&r,o;po\avinuvnu
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Approve VYO MOSS CA E1 RA uU,wirvn; ouaocvurwu y,zuEion (0)
y , Zuée awni;gEion/

4.9.3 oOuaocvurwy, zuée awni;grvyen;
(Procedure for Revocation Request)
ouaocvurwy , zu&etwuo;pormr MOSS CA (O) RA O "p*pw , VUurw
agX;Xmaon e-mail jZI2OMVNauni; vu,wivnaénu faonvn;auni; quo,
taunijumé&rn/ ouaocvurwy , zuci;avinuviypu MOSS CA \ URL jzpaon

http://www.moss.com.mm W1 Download & , ETyjon/

4.9.4 ouaocvurwy,ziuée qi;ice (Revocation Request Grace Period)
ouaocvurwu y, zuée awni;grrm€wu gi;icerxnyy

4.9.5 ouaocvurw y, ziu&eawni;gjci;twu CA r agni&uéelunjrice

(Time within which CA must process the Revocation Request)
MOSS CA ORN Revocation Request U oudgi&mwnlec\ ciyicu&vii akmiak;

luelunr réapy (24) em&€wi; owrwxmaon tqirmtwi; vyagnionyyirn/

4.9.6 Relying Parties I OUaOCVUIrwy , ZU[Ci;U ppaqg;&evtycurm,

(Revocation Checking Requirements for Relying Parties)
Relying Parties FMON rr€o;yirn ouaoc vurwrm\ pwcértactae (Status)

U ppag;&rn/ ouaocvurw\pwciértactae (Certificate Status) U ppac];&mwi -
1/ MOSS CA r aenuq;Xwjyecaon CRL (Most Recent CRL) U €O}y T ppaqjci; '
2/ MOSS CA \ Web-Based Repository (O) OCSP (&yju) @i;u tojyi T ppaqjci; !
3/ RootCA I aenuq;Xwjyecaon CRL U tO;yT ppaqg;ci; wizivn;
ppaq;Elyjon/
Relying Parties I ON MOSS CA \ Repository EI CRL i, ! National Repository | OCSP
Responder (&yjU) rmutojyii ouaocvurw\ pwcértactae (Status)y U
ppacyElyjon/
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4.9.7 CRL Xwjyeay;r tlurtadtwu (CRL Issuance Frequency)

MOSS CA ON OUaOCVUrwy , Zupn&i;rm; ajymi;vrr&caon wpywwpiurxw
yeay;rn/ CRL X& OUAOCVUIrwWwWpC OUuwr;ueq;ici; (Expire) jzpvil @i,
OouaoCcvurwu CRL r Xwy,ay,rnzpyjlon/ MOSsS CA ORN Im&r,o;porm
\ ouaocvurwy , zupn&i;u y , zujy;ontcwi;xwjyeay;rn/

4.9.8 oOuaocvurwuy, zuici; trmqg;unrice

(Maximum Latency for CRLs)
MOSS CA I oOuaocvurwwpcu Yy,zuontc Yy, zuyVviy.ci,

41;\ Repository WIXW]yeay;rn/

4.9.9 ouaocvurwy , zuxmici; & ! r& u On-line ppaqg;cl;

(On-line Revocation/ Status Checking Availability)
CRL rm, Etouaocvurwpwcér tactae (Certificate Status) Il ppaq;ci;u

Web-Based Repository EI OCSP Responder (&&ETVIi) O;T ppaq;EiyloNn/ Web Address I

www. moss.com.mm |ZpyjOn/

4.9.10 y, zuxmaonouaocvurw [ Wir [ w On-line ppaq;ct; jyivy&e vtycurn,

(On-line Revocation Checking Requirements)

ouaocvurwu ,lunpwcivuctojyirno (Relying Party) rmon rrto;
yirn ouaocvurw\ ,lunpwcirtactae (Status) U ppaq;&rn/ Relying Party ON
ouaocvurw\ ,lunpwcértactaeu aenuq;xXwjyyecon ouqion ARL/ CRL
utoyTppag;ci; ryivyyju MOSs CA \ Repository Ei National Repository & OUaOC

vurwtactae (O) tojyEion OCSP Responder (&yju) wu toO;yiT ppaq;&rn/

4.9.11 Key claznucgci;Eiouqiaon txagni&ucurm

(Special Requirements Regarding Key Compromise)
MOSS CA ON rr\ Private Key Cl:aznucé (Compromise) On[awé&wvil (O)
xXojzpon [ taunijycuouaocivr&Vvili 2i;\ Potential Relying Party rim€m
taunijumjci;u wwEiOrjyivyay;rn/
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4.9.12 ouaocvurwu ,n, qi;iéetactaerm (Circumstances for Suspension )
JyXme;xmjch;ré&yy/

4.9.13 ouaocvurwu ,n, gi;i&e awni;qci&orm;

(Who can Request Suspension)
JyXme; xm;jci;r&yy

4.9.14 ouaocvurwu ,n, qi;i&eawni;gjci;vyie;porm;

(Procedure for Suspension Request)

JyXme; xm;jci;r&yy

4.9.15 ouaocvurwu ,n, qi;i&eowrwxmaonunv

(Limits on Suspension Period)

JyXme; xm;jci;r&yy

4.10 ouaocvurwpwceértactae Oeaqgmirrm, (Certificate Status Services)

4.10.1 ouaocvurw\ vyieagni&urtactae (Operational Characteristics)

trmEigiaonouaocvurw (Public Certificate) I\ tajctaeu CRL rm €Oy T

Root CA EI MOSS CA \ CPS wiaznyxmaon URL & Website | LDAP Directory EI OCSP

Responder (&yjU) Wwi Ofaénuiuné&Eiyjon/

4.10.2 ouaocvurwEiqiaomnOeagnir&&EIr (Service Availability)

ouaocvurwpwcértactaeuppadjundEionOeagqnirmm; (Certificate Status

Service) U (24) en& (7) &u ywv; &&Ei&e agni&uxmyion/

4.11 ouaocvurwimér; o;pici;u £q;0w|ci; (End of Subscription)

ouaocvurw im&r,opoon atnuyen;vr;rmjzi imn&r,o;pci;u tqg,ow

Eion/

1/ rr\ ouaocvurwu topyevnjyivyci; (Renewal) Or [W ouwr;wjct;

(Re-Key) W Fjyivyy ouwr;ueq;cijyict; !
2/ ouwr;rueq;r rr\ ouaocvurwu y, ziuly; ouaocvurw topwpc
tpmrx;ct; !
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4_12 Private Key U Escrow VY|CIEl [yevNn&, [Cl; (Key Escrow and Recovery)
JyXme;Xmjch;r&yy/

5.  taxmutyrm) prceciciEi vyieagni&ujci;qi&n xe;ciyrrm,

(Facility, Management and Operational Control)

5.1 MOSS CA vyie)\ &yyi;gié&mnxe;cly! prxmé&rrim; (Physical Controls)
5.1.1 pce;wnaednEi agnuwvyici; (Site Location and Construction)

MOSS CA ON 41,\vyile;rmu vyuiagni&ué&nwi viclréapée ! rouqgionmr
utaumOiadnuici; ! tTtojyici;réapée ! viluowi;tcutvurmEil peprmu
rougio rmr lungci;ryvyEi&e &yyi;qi&nunu , onywO0e;uUsi (Physically Protected
Environment) U XM&EO;yiTagni&uyjon/ MOSS CA on Vviclr&apéetwu tce;rm
wnagnuijci;u tvuxadnepquo , agni&uag0ya” ! , LEiqupyon en;0ya*rm; !
treaunjimpnrm ! vr;necurmtwi; agni&uxmnyjon/

5.1.2 wvyieaqgni&uénae&no 0ia&mujci; (Physical Access)

MOSS CA OnNn 4i)\ pepvica&twu gl (Tier) rm; cicmly; vica&ppaq;xn;
yion/ twiyi& vicrtqgiyrionaedn (Higher Tier) rmu Olaénuto;yée tyiyi
viclrtgiyeronaeén (Lower Tier) mu jzwaumy;r Olaémué&yion/

Tier WI;uO1adnuée Oexr;u*rm ppaq;y;ron O1aémuEilyjon/ Xtce;rmo
Oiagnuict; ! €O;yici;rmu Digital Video Recorder [ZIVN;aumi; ! Vicla&; rwwr; (Log-File)
ag;otjcijzivnaunt; rmwrwixnyijon/ vicon{& ,mn (Secured Area) TjzpOwWrwxi;
aon aegnrimo wu&uwnledorv i tjicnormtn; Oiasnuciriylyy

Cryptographic Material i, XWay; (Create) ON | OF;qN; (Store) XMON ae&nrmo
Oa&nuici; ! pprealumi;taxXmutXmpppCi; (Authentication) U Biometrics €NyNNO; T (2
Factor Authentication) [ZI Xe€;ClyXmyjON/ Server M pn&UPNWI;rmuU aoncwXm.aon
I;,CaOWNIM; (Locked Safes) ! D" (Cabinet) rim; ! OUQI&N Container rMXm&T Or;qN;
xXmoyion/

tx;wnlezi0tadnué&e veyony*ivrm 01 ! Xuici;upu ujuyrtz\ to
Trwjzi Moss cA wnlecr cljyiay;yijon/

Sensitive CA Operation FNjZPON Certification Life-Cycle Process iU Wi luyon

viclag €ptrm; xme&aqmi&uyjon/ (Certification Life-Cycle Process KM OUaOC
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VUrw Xway;ci;rm; (Issuance) ! OF;gN;Cl; (Storage) | Key E1 Ouaocvurwwqi&n

OUWT;W;CI; (Renewal/Rekey) | 1;1|CI; (Suspension) | Y , ZU|CI; (Revocation)W Zpyjon/

5.1.3 r;tmay;pepEl avat;puxméaqgni&uri (Power and Air Conditioning)

e CA pep (System) QUWUTEVYVYEi&e (Continuous and Uninterrupted Access) £WU
Viypp"wtnjywawnuomnici;réap&e r;tmay;pepwi Online UPS E1 T&er;purm;
xXm:gagni&uxmnyion/

o tcetyce! avliavxu! avat;ay,pep! pXI;r (Humidity) WU Control [y\/yXm;
ly; , 1; System WIVN; Primary E1 Backup peprimjzi cjcmppOagni&uxmnéyion/

5.1.4 agaumiyiup;q;&;r (Water Exposures)
agaumiyiup;q;&;r réapée vtyonpplagni&urrm, yivyxmyjon/

5.1.5 rab;€tE&n, rumu ,Ci; (Fire Prevention and Protection)
riab;tE&n, r unu,Eidée wvtyonué&,nrmwygiici;Ei  unu ,jir,owrn
Ttptporm; a&qpragniduxnyion/

5.1.6 Media rmn;Xe,Or;XxXm&r (Media Storage)

Software I Data IM;] Backup Information FM; ! pm&i;pp Log File KM, ! rWwr; File
rmu tcidormon lunéei&e pepwuwng;unu , on peprmu pplagmi&uxmnyy
on/ a& ! r; ! ticmaonobnlab;€E&n , rmEl ! ovu"wrmauni pn&upnwr;rm; ! CD
rm; T peprm; yiup;q;&;r réap&e unu , Xm&yjon/

5.1.7 rvonpeypypn;rmzup;peypr (Waste Disposal)

MOSS CA on To;rvonpeypypn;rmu pepwuspeyponen;vr;rim pp0
agniduxmnyion/ ta&ju,onowi;tcurmygonpn&upnwr;rm; ' cd rm ! ypn;
ué,nrmu  peypci;ryir aocmpnzugly;ron peyp&eppOxmyion/ ta&u;aon
owl; EcUTVU (Sensitive Information) FMYI&ON Media rm ! pn&UpMWY; MU
zwé& T réEi&e zuly;ron peypyjon/
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5.1.8 wvicpwc&on tjcmwpaednwi Backup yIVVyOr;qn;ci; (Off-Site Backup)

MOSS CA ON Audit Log Data NMEI ta&lu,onowil; tcUutVvU (Sensitive
Information) M, YI0ION pep Data rmu Vicpwc&on tjcmwpaedmwi  Backup jyiVy T
ae&ncicmly; or;gqn;xmyion/

5.2  wvyile,gién xe;clyrrm; (Procedural Controls)
5.2.1 ,lunpwc&ormu@ (Trusted Roles)

MOSS CA ON , luNpwci&oNaedn (Trusted Position) Wiwnlexr;agmirn ,lun
pwci&aomy*IVrim,  (Trusted Person) [[Owrwénwiatnuazmyy; wvyie;rmuagni&u
aeon Oexr;rm€mV; ! pnclyETvyie;vyuio (Contractor) FMET Tuay; | €wWiyicy*v
(Consultant)y rm; ! €Twvuxadnepquo ,aqni&ua&A[ tzEl lujuyrtzr trepmzi
wem 01 winleay;tyjci;c&ormtmn\v; tus0iyjon/

Trusted Person MMWI MOSS CA \ Certificate Life-Cycle VYyie;rmuagmni&uorn;
pepvjcia&u wmle , aqmi&uorm; | pep Authentication U Control VYCI&OIMET atmu
aznyypvyie;wu vyuiagni&uaeorm yi0iyjon/

® Certificate Application WIZNOI;XmonN toutwvurmu ppag;o !

e Ouaocvurwtopaviuxmici; ! ouwr,w,avinuxmici; !y , zu&eavinu

XMmjcl; (O) Enrollment Information ;U \VVUC|CE;! [ILY , [CI;rmuagni&uorm!

e Quaocvurwrmnu xwayi,ci; ! qi;ijci; 'y, zujci;agni&uorn; ouaoc

VUrwW rwwr;rm; (Repository/ LDAP /OCSP (&yju) \ UEOWXM;a0N ae&nrim,o
Ora&nujyjyiaymi;vici; ! Xnoijci; ! zujci; agni&uée tciotmv;)!

e im&r;o;pormEi ywouaontcutvurm ! Request KU UIW , ajz&i;orm;

® Customer Service llagmi&uaonoexr;rm; !

® Cryptographic Service Uagqmi&uaon 0exr;rm; !

e Vicla& Oexr;rm; !

® System Administrator M,

e ougiontixie, nrm !

e Infrastructure \VICPWC&rtwu pragni&uo txutqgiténarm y0iyjon/

MOSS CA I ,lunpwc&aomny*V (Trusted Person) FMON OWIrwWXImaon

TENTECT;rm | OWrwcurm; (Screening Requirement) E1 [ynpuunré&yjon/
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5.2.2 wvyiewpcci;ptwuvtyrnlexr;tasdtwu

(Number of Persons Required Per Task)
MOSS CA ONWI;uyaomvyxX;vyen; (Control Procedure) KM, OWIrwXmgly:;

xtwiagni&uréapée wnle (Duty) rm; oO;cmcalcixmici; ! €a&ju,on vyie;rmwi
Oexr;rm;  wpO;xuru wnle , agni&uron jy;armudecalagni&uapici;jzi  xe;clyr
(Control) [yivVyXmyion/

TtvyOwésntvu wnle , agni&ur aocmapéetwu VvyxX;vyen; (Policy) rm; !
Control Procedure I, Xm&yjoN/ €a&ju;0N Cryptographic Q1&N Hardware ;! HSM rim; !
Signing Unit M, ! OUQION Key Material KU VWO, XUruxXmé&wvyagniron jy;armu
aprn jzpyjon/

Internal Control Procedure FmEaezl Vicrtwuta&iu,on toutwvurnm
puypn;ué , nrmu uiw , agni&udmwi (Physical Access or Logical Access TyJ€OI)
ten;q;Vv (2) a, nuxmdly; agni&uron vyie)y.armuatni agni&uEirn tptporm,
xXméagni&uyjon/ ypn;rmuuiw , €o;yT vyie;agni&ué&nwi wpO,wniEi vyie;
tprtq;o agni&ukijci; réapée Control rimu cadxmyion/

ouaocvurw avnuwvmwpapniadnuwvnonrpi ppaqjci; ! ouaocvurw
xXway;ci; ! ouwr;wjci; ! y, zujcl; ! aenuq;wizuq;ypici;poN Life-Cycle WPCV;
u ,lunpwcéon Oexr;rmXxm&y,agni&uyjon/ Physical Access EI Logical Access U
tagju;onaegnrmwi ojemvrmuo; T cicmxmnyion/

5.2.3 Oexr;wp0;cii;p\wvyie;wnlermEippaq;ru@

(Identificationand Authentication for each Role)

MOSS CA \ ,lunpwcéaonOexr;tjzpcexmnrn vica&€qijrit&n&rm; (Top
Level Security Related) €MV;uvawppaq;ci; ! rwywiEl tjcn v tyaon taxnutxmrm;
to)yii ppaqg;ci;rmaocmpmy\vyly;ron 0exr;tizpcexmylon/ vtyyju Background
Check I jyivyly;r cexmyion/ 0Oexr;tjzp cexmly,aenu ouqién TtXuviu;
\ oabmwncujzion pn&upnwr;rm; ! ueylwnEl  qupyypn;rm; ! Software rimu
UIW, O;p (Access) clay,cl; ! Twvuxagdnep Data rmu luné&ci ! wvyievyaqnici
ay;jci;w yivyyjon/

5.2.4 wyie,wnlermcalr (Roles Requiring Separation of Duties)
vyie;wnlerm; ca0owrwici;wi atnuywyiyjon/
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e Ouaocvurw avnuxmjci;wi yj0iaon tcutwvurmu ppag;ct;’

e ouaocvurwavnuxmici; !y, zujci; ! ouwr,w;yivyict; ! tcu
tvurm pn&ia&oijci;wu vyagnijci; !

e Ouaocvurwywvyct; ! xway;cl; ! ouwr,w;yivyici; !y, zuici; !
zZuqci,El  ouaocvurwrwwr,wu (Repository) WI  Publish
yivyici; !

im&r;o;po\ tautwvurm ! awni;gici;rmu uiw , az&ijct; !

5.3 Qexryi;,gqiémxe;ciyrrm; (Personnel Controls)
5.3.1 Oexr;rm\ t&Ntci; vyie tawtiul El Clearance Vtycurm,

(Qualifications, Experience, and Clearance Requirements)
,unpwcéaon Oexr;tjzp avhuxmormon ai;w\ aenuauni;&nZ0i

(Background) | ynmt&ntci; ! rrwnle , agni&urn vyieEiywouaon vyie; taw
tuwu jynppn wijyavinuxmérn/ vtyyiu ,civyiermr &i;Vi,r (Clearance)
U,&MN/ Trusted Position Wi&eon Oexr;rm&m aenuauni;énZ0i ppaqjct;
(Background Check) U ten;q; (5) Ep wplur jyevnjyivyyion/

5.3.2 Oexr)\aenuauni;&nZ0ippaq;ci;yvyonwvyie;porm;

(Background Check Procedures)
JyXme;xmjci;r&yy/

5.3.3 Oexr;rmtwuoiweycrrm; (Training Requirements)
MOSS CA \ Oexr;rmu Vvtyaonoiwe;rm tcremavmpn ppOycay;yijon/

oiwe;ay;gnwi wpO;cii;p\ vyie,wnletvu atnuywu oilumyion/

e Basic PKI Concept

e Job Responsibilities

e Security (Physical, Network, System) and Operational Policies and Procedures

e Use and Operation of Deployed Hardware and Software

e Incident and Compromise Reporting and Handling

e Disaster Recovery and Business Continuity Procedures
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5.3.4 oiwejyevnycici;tiurtaédtwuEivtycurn

(Retraining Frequency and Requirements)
vtyov jyXneyyjon/

5.3.5 wvyiewnlecalcixmict,El vnwvnayni;vexmici; €pep0

(Job Rotation Frequency and Sequence)
vityov yXneyion/

5.3.6 tcir&bagni&urrmuywyiwnjrpci; (Sanctions for Unauthorized Actions)

MOSS CA El , I;\ RA rm\ Oexr;rmr tcir&bagni&urrm; (0) MOSS CA Ei
RA Oexr;rmr ay:VvpEi vyX,vyen;rm aznuzurrnu lujuyrtzowiyy, tas;,
agniguyjon/ ulveon turadEi aznuzurtwi;twnay:rwni Xuoiaon
yp" Pay;ci] twvyrxwy,|ci; Ei wémOya" €& €a&; , ci;wtx agniduyijon/

5.3.7 wvyieciwnlexragmni&e vityaon pn&u ! pnwr;rm;

(Documentation Supplied to Personnel)
ouqi&nlexr;rmtm; vyie,ciwnleausyepnxraqmni&e vtyaon oiwe;rm; !
vr;nerm ! pn&u ! pnwr;rmu ay;xmyion/

5.4 pn&i;pp rwwr;yivyci; EpErmm; (Audit Logging Procedures)
5.4.1 rwwr;or;,gn;xmé&rntjzptyurn (Types of Events Recorded)

MOSS CA ON Manual Log (O) Automatic Log i, Xm:&ly; atnuazmyy) €zptyurm,
twu  pn&a;pprwwr;xméyion/ rwwr;xmgéaontjizptyiuwi;wi ae&u ! tcekl
b tizptyiuu jzpay:apon taumi&i;w yi0iyjon/

1.vyieagmi&uici;gién tizptyurm-

e CA Key Nmjyivyici; !
o CA pepEi Application M Start-Up ET Shutdown |yi\Y|CI; !
o CA \tao,pwtcutvurmnEl Key ayni;vrrm !

® Cryptographic Device I\ Life-Cycle Management JJ1&n Ejzptysurm; !

® CA Private Key EIQiaOnVvyie;€EWU Activation Data rmyIqQIrEl Vvyie;
agni&uonaednrmo Oia&nuijci;rm;
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® System Configuration ayni;\/rrM;E1 Maintenance aQJmi&uUrrim; !

o Im&r;o;porm\ toutwvurm ! Activation Data | Key Elywouon
toutvunrm yj0laomn Media MU zZug;ci;rwwr;nm; !
2.0Uaocvurw im&r;o;porm\ Life-Cycle Management Q] 1&mEzpEysurm;
e Quaocvurwavinuxmicl; ! OUWr;wj;cl; (Re-Key/Renew) | Y , ZIU[CI;
rm; !
e ouaocvurwrm ! CRL M ! Generate yVYCI; ! Issue VY[CI;qI&nN
rwwr;rm; !
3., lunpwc&aon0exr;rm\\vyieagni&urrm-

® Logon discrepancy and Logoff Upm rrm; !

e Privileged User I\ System Privileged a)ymi;Vrri; | Password Xm:&/C1;rim; !
4.uunrr§ci;El claznujci;rm-

e CApepEl ue, utwi;ol cijyicuré&b Oradénuéelutyr;rrm; !
o V0uzirm ! rwwr;rm; zZWw|Ci; (Read Access) ! a&Cl; (Write Access) |
zZugqci;nm; (Deletion) !
5.0uaocvurwEl OuUuaoCVUrwrwwr;wu (Repository) ay:wi zwici; !
agjci; w agmi&uré&rrm; !
6. ouaocvurwyyci;gi&nr0y*ayni;vrrm (Oyrn-validity Period ajyni;Vici;)
7. taxax
o V|Ca&gi&mrwwr;rimE i Xrwwr;rim;(SecurityProfile)W 1a)ymi; V)yiy 1Xm; r ;!
® pep,m,Ci,I;Cl; (Crash) Il Hardware Failures FMEI Ejcmaon yrer [w
OonN updy (Anomalies) Kim; !
e Firewall EI Router Activity Iim; /

e MOSSCA Vvyieciwi Tier €U {N0i ! {nxu&rrm; !

Log ZIWI a&omnrwwr;xXnontcocutwvurmrm atnuyrtwijzpyion/
e Trwp0 Automatic Journal Entry Fil; WU Sequence Number !
e Oi’Xuonae&u ! tce E1 taumi;tén’

e rwwr;pntywi a&ordyiu ravywrwio\trn!
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8.A[ €z ! lujuyrtzEi Root CA Wr rwwr;tjzp or;gn;&e vtyon|[ nelun
Xmaon toutwvurnm /

5.4.2 rwwr;rmu pragni&ujci;lurke; (Frequency of Processing Log)

Audit log file FMU ppaq;&mwi Audit log file rMU yevNO,0ycI;El tag&;yjaon
Tzptyurmu Audit log summary W1 a&omrwwr;Xmici;rm; yi0iyjon/ Audit Log File
rmu yevno;oy(cl; yivy&mwi log rwwr;rmwi jyjyixmrrm &' r& ppaq;ci;El Audit
log a&omcurntnv;u yevnppaqg;ci; ! yrer [waon uprn, ! oway;curm; (alerts) U
ppr; ppaq;ici;rm; yiyjon/

tagyjon vich&qigntjzptyurm | updyrmtwu wpywvii ten;q;
wplur ppag;rrimjyivyyilon/ ai; €yl MOSS CA Oon ai;\ Audit Log File I'l;r 0O,
jzpETon or&uir [waon ! yrer [waon tjzptyurmu trwr; ppaq;y; oway;cu
Xwijyecl; ! ppr;ppaq;ci;rmyivyylon/ Audit log review [yiVyXmonrmuwvn;
rwwr;Xmn&yion/ Moss CA \ vyie;qi&n rwwr;rmu Root CA O (6) VViiwplur
wiyyilon/

5.4.3  Audit F'WWF;Fi;X€;0r ;XM &CI; (Retention Period for Audit Log)

Audit rwwr;rmu rwwr,wiy;ten;q; (2) viunontx wvyievyagnion
aedmwi Xe;or;xmély;aenuyi;wi Vicpwc&onaeéni ty" (5.5 wi azmyxmon
twi; rwwra[ ni;tzp or;qn;xméyjon/

5.4.4 Audit FWWF;rmuuUnU , |CI; (Protection of Audit Log)
Audit rwwr;rmu rormormr Oilunici; ! jyiqijci; ! zuypici; (O) tcnror
onuprm; ryiwvyEi&e tvuxadnepen;zi unu , wn,g;onpeprim; jyivyxmnyion/

5.4.5 Audit FWWr;rm; Backup agqni&urntptpO (Audit Log Backup Procedures)

Audit Log rmu aepOvyie;vyagqnior| Backup jyiVyly;, wpywwpiur tynt0
(Full Backup) [yivVyyjon/
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5.4.6 Audit rmppN;r pep (Audit Collection System (Internal vs. External))
tvtavinu Audit Data FMXW|CE; | FWWI;XMCE;WU  Application / Network El
Operating System Level I €EWI; agqmni&uyjon/ Moss CA Ei RA 0eXr;rmr Manual Audit

Data MU rwwr;Xm:&yion/

5.4.7 jzpElac&aomn Xcuyup;rrmu wi,wnppag;ci;
(Vulnerability Assessments)

jZpElajc&aon Xcuyup;rrmu atnuy@esnrmwi wi;wnppag;ryivy&rn/ pep
wpcv;)\ jzpElackaomnyup;q;&rrmwiwnppaq;ci;u Log Data Fmwi rwnppaq;y;
aep0 ! vpOET EppO yivyyion/

(U) CA pep\ Software/ Hardware Yi;rim; !

(C ) Physical Facilities rm;

(* ) Network peprm;

(C) pn&i;ppici;gié&n EjzpLysurm (Events in the Audit Process) !

5.5 Record rmrwwr;a [ ni;Xm&r (Records Archival)
5.5.1 rwwrami;xmé&&rn rwwr;Eri; €pm rm; (Types of Records Archived)

MOSS CA OnN atnuaznyyjuprimn€twu rwwr;xmn&yion/
e pagni;&&on pn&i;pptCUTVU (Audit Data) TMV; !
e oOuaocvurwxway;ci;El ouqgion ywyrtaxnutxn ! pn&upnwr;
(Support Document) K €m\; !
e (ertificate Life-Cycle gi&ntcutvutmyv;!

o A[T€Z IujuyrtzEi Root CA \ nelumciujzi rwwr;xm&&rn tcn
tourm !

5.5.2 rwwra [mi Xe.or:Xm&rnunv (Retention Period for Archive)

MOSS CA \ oOuaocvurw Xxway,ci,qi&n rwwr,rmu ouaocvurw
ouwr;ueci; (0) y, zuonaerpi ten;q; atnuazmyylaetX rwwr,or,gqn;xmé&
yijon/

e Class-lOoUaocvurwrntwu (5) Ep
e Class-2 El Class-30uaocvurwrntwu (10) Ep
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5.5.3 rwwra[ni;rmu umu , Xm&r (Protection of Archive)

xor,gn;xmon rwwralni;rmu  tcidormuon luné&ciylt rouqi
ormr lunégct; ! yiqgijci; ! zuqgjct; ! rwwr;rmwi jyjyijci;rmryyivyEi&e unu , X,
&ion/ p CcP wi aznyxmon OowrwxXmon rwwr;rm\ ouwr; twiyup;rr&
ap&e pepwus Xe,or;xmé&yion/

5.5.4 rwwr;a[ mi;rm Backup Xm&rN€pPEpPO ( Archive Backup Procedure )
ouaocvurwrm\ toutvurmu aep0 Incremental Backup | €ywpO Full
Backup yvVyyjon/
owijtcutvurmu rwwralni;tizp xXm&énwi trmpu Twvuxadnep
Record YPZIXM& VEYYIU pn&upnwrypzi or,gnjy; Xrwwr;rmu vicon tjcm;
wpaednwi rwiu; T Xe,or,Xmé&rnjzply; yup;riréapéevn, twweiq; pepwuipp0
or;gn;xmé&yjon/

5.5.5 rwwr;rm\ tcerwomjci;gién veycurm

(Requirements for Time-Stamping of Records)

ouaocvurwrm! crRL rm! gjcmaony , Zujci;qi&n rWWwr; (Revocation Database)
rmwi €tceEi aeduu rwomxmylon/ CA Computer System \ Time Clock U
pprippaq;rrmwi u;umto;yEiéetwu a"opawnceEli uunréapée agqmi&uxmé
yjon/ Xuo tceqi&nrwomrrnon Cryptographic ay:wi tajccéervyy

5.5.6 rwwr;tcutwvurmppN;r (Archive Collection System (Internal or External))

MOSS CA \ rwwr;a[ni;pagmni;oNnpep (Archive Collection System) Xm:&ylon/
MOSS CA \ ,lunpwcé&aon 0exr;rmron rwwr; tcutvurmu vyuiagni&uci
&yilon/

5.5.7 rwwr;rmg&&r Ei ppaq;r vyie;porm;

(Procedures to Obtain and Verify Archive Information)

tcidormEi ,lunpwcéormon rwwra[mi; (Archive Data) rmu Olag&nu
lunéci&yion/ rwwr;rm€m; jylylayni;vvomici; & ! r& (Integrity of the Information) U
yevnor;gn;ontcwi; (Restore yivyon tcwi;) yevnppaq;yjon/
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5.6 CA Key Pair TOp)yVY[CI; (Key Changeover)
MOSS CA \ OWrwXmaon Key OUWT; (Maximum Life Time) U aumveyju CA
Key Pair FmUVyie;wl quVUto;ryyl MOSS CA Key Pair OUWT,;rueq;rten;q;
(12) v luwiT ouwr,wjci; yivy&rn/ Moss CA Key Pair TOpwppvtyontcwi,;
xwyjon/ (Oyrm- CA KeyPair €ami;utpmx;&e ! Vu& Key Pair \ zNzutjzp toO;
)yi&e ! Oeagmir toprmay;&e)
CA Key Pair ta[[ni;r topouayni;eénwi Vv, uacmaripnu;ayni;Ei&e Key
ayni;vici; vyx;vyen;rn; (Key Changeover Procedure) rin;u iuwiowrwxmnyjon/
e Key aymnVvciryivyr MOSS CA oONn Im&r,o,pormo ouaocvurw
xway;ci;u ten;q; (12) v iuwi 1 &yemyion/
e (Certificate Key Pair &yply;aenuyi; ouaoCvUurwinér,o;pormu CA Key Pair
Topo;T Sign X;rnjzpylon/
e IV Key Pair OUWT;Ueq;ci;rzprtx CRL rmurv Key Pair O;T Xwjyeylon/
e ouaocvurwtalni;ouwr;rueq;r (12) v luwilT ouaocvurwtopu
XWiy; Supplement Tjzp €O;yyijon/

5.7 cAtoutvurmwucucérEiab;€Esn , u@dnurrmr yevnxaxniicl,

(Compromise and Disaster Recovery)
5.7.1 rawnwgrEiciaznuc&rrmu uiw, az&i;rn vyx;vyen;nm

(Incident and Compromise Handling Procedures)
MOSS CA \toutvurm! (ouaocvurw avnuxmici;gi&n toutvurm!

PN&I;PP Data KM XwWay;Xm:aOoM Certificate M, \ database records Ii;) \ Backup UV|CION
ticmwpaednwi Xe,or;xmdly; rawnwgrEi ciaznuc&rrimjzpymyjutqioi &&Ei&e
agmniguxmyjon/ Moss CA on rawnwgrEiciaznucdrrmu  uiw, az&i;rn
tptrmm agniguxmneyion/ , 1;€ptrwi ten;qg;atnuaznyyrtcurn yi0iyjon/

(1) cAKeycf;aznu '’ c;, céjct; ! yuqjcti; !

(2) cA pepEi ue,utwi;o romorm0iagnujci; ! toutwvurmjyyicsci; !

zuqjct; ! c; , céct; !
(3) ouaocvurwu wémr0ixw , cgci; ! gqi;icéci; 'y, zucgci; !
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5.7.2 ueylwnEl qupyypn;rm! agnOVvEl toutwvurm yup;g;&ru

aqmi&uU|Ci; (Computing Resources, Software and/ or Data are Corrupted)

ueylwnEi qupyypn; (Computing Resources) M Software I Data FMpON WWI
Yiup;q;&r (Corruption) Im; jzpymyju lu;luyr€z Ei Root CA OEP&ICPMWIjYlY; MOSS CA
\ Vicla&Etrawnrgrrmu uiw , az&i;rn vyx;vyen;rn; (Incident Handling Procedure)
Ttwi; agnig&uyjon/ Xvyx;vyen;rmwi ueyiwnEi qupyypn; (Computing Resources)
rm;) Software M, ! Data M, pONWU Olavimonae&noaglayni;jci; ! rawnwqruppr;
ppaq;cl; (Incident Investigation) E1 yevnaiz&i;rn en;vr;rm; yil0iyjon/ vtyylu Key

Compromise EI Disaster Recovery Procedure I, a&; qjyXne;yjon/

5.7.3 Private Key Cl;aznucgci;twu agmni&urwvyie;porm;

(Entity Private Key Compromise Procedures)

MOSS CA \ Private Key (O) Infrastructure I, CI:azmuUC&Ci; (Compromise) ZpON [
00,jzpylu (0) O&yju (0) XO zpyuon|[ taxmutXmcivyju MOSS CA r
tzizly, tactaeuavvnge;ppcl; | lUuyrtzEi Root CA OEp&icpnwijy[Ci; ! Action
Plan a&qiCl; ! Action Plan €WI; taumitxnaznci;rmu €tqgiqgivyaqgnionrn
jzpylon/ tu, T MOSS CA \ ouaocvurwu y, zuée vtyyju-

e XOY,zZuaumi;u MOSS CA \ Repository EI National Repository WI
xXnoi; dunny; ouqiormtn, wwEior: tauni;jumay;rn zpyijon/

e CA Tjzpr&ypici;uprvi Key Pair TOPWPP XWjy; Root CA XF OUaOC
vurwtopwpc &, rn zpyjon/

5.7.4 obnOab;tE&n, uadénujy;aenu vyie;rm, quvVUuvNywEirpr&n

(Business Continuity Capabilities After a Disaster)

MOSS CA on ab;tE&n, rmauni yup;q;&r ! Xcurrmjzpynontc) vyie;
quvu agni&uEiapée yiraeénra0;unon tjcmwpaednwi Disaster Recovery Site XMi&
y; Vv (0) obmlaumi €E&n, rmjzpymyiu vyie,guvuvnywEi&etwu Recovery
Plan U a&qxmly; pr,oyjci;uvn; agni&uxmnyion/ wuEioriyjuq;q;&;r en;ap&e
agmni&uxmyion/ b Plan U Disaster Zpymyju Vyie,agni&uEiapée yreppaqg;ct; !
ceuuict; ! ayni;vyylyici;rm jyivyyjon/ €u CA vyie;rmjzpon -

e Ouaocvurwxwayjct; !
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e oQuaocvurwy, zupct; '
e Quaocvurwy, zuici;qi&rtcutvurnXxwyect;rmutcewtwijyevn
aqmi&uEi&e ppOxmé&yion/

MOSS CA \ Disaster Recovery Database UV N, YII Production Database EI uunr
&apée agmi&uxmeyion/ ab;€Een, jzpymly; WpywEwi; Full Recovery &&&etwu
Disaster Recovery Plan a&;gXmyjon/

MOSS CA ON Disaster Recovery Facility TWU puUypn;rmEl  Software rmu tée
El Backup rmXxmé&yjon/ ab;€E&n, jzpyiu yevnxaxmniEi&e MOSS CA \ Private Key

UV N; Encrypted YPjZ1 Backup Xm&yijon/

5.8 A (O)RA tjzpr vyiegypCi; (CA (or) RA Termination)

MOSS CA r Vvyiedypylu Imé&r;o;porm ! Relying Party rm&m Xcuepenr
ten;q;zpaprN Termination Plan U a&;XMyJON/ Termination Plan Wi anuyjecurm,
twi; pragni&uyijon/

e ticm ca rm ! im&r;o;pormEi ouqgiotmv;tn luwitauntjumici; ywvy
yirn/ Xtcerpi MOSS CA ON rNON ouaocvurwxway;ci;ur rywvyyy

e CA Vvyierm&ypcijyivyawnrntauni; Website EI owi;pnrmwivtrmoon
ap&e luwixwjyeaujimay;ci;

e MOSS CA \rwwr;a[mi; (Archive) Im) FrwWwr;rm) Database FWWI;ImEI
pn&upnwr;rmu &yponaerpt o CP Wi OWrwxXnonumvtx Xe;or;Xmé&
icr; !

e MOSS CA \ Repository EI CRL U &yply;onaerpt (12) vtx trmjyno Oiaému
lung&Eratni ppOxmgci; !

e Customer Support 0eagnir (Service) MU quUVU O;pEi&eppOict; !

e CRL mmXwijyeci; | ouaocvurw ,lunpwcértactaeppaq;on Oeagnir
(Certificate Status Checking Service) Fl, quUwvUaqni&uUEi&e prici; !

e OUWr;rueg;ao;aon ouaocvurwtmv;u luwitaunt;umuny ynarnu
on tcewl y, zujy;zpatni agni&uct; !

o VLyylU Subscriber MU Refund ay;&e (O) EpmX; OUaOCVUrwrinXxway;se
ppOagmi&uici; !
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® CA \ Private Key E1 Hardware Token Il Disposition [yl\Y|CI; !
e CA \ Oeagmir (Services) rmu qucrncn, CA ovayni;ay,tyseagni&uict; !

o vyieVv;0&yprn ae&UEi &yprn €ptpOU Root CA OWIJY|CI;! Root CA I MOSS
CA \ ouaocvurwuy , zuici;El vtyyjuindr,o;porm\ouaocvurwri
uyyy, zuici; /

6. enyynnqidn vica&; Xe;Cclyrrmm; (Technical Security Controls)
6.1 Key Pair yivy[Cl; Ei Installation [y\\/Y|CI; (Key-Pair Generation and Installation)
6.1.1 Key Pair yIVY|CI; (Key-Pair Generation)

Key Pair Generate |yiVYy&wi , lunpwcg&onpeputojyici; ! Key nmu owrw
XM:a0M Cryptographic €£&NETAO; €EWIy\VY|CT;ET Private Key MU rouqiormr to;
ict; ! jylyiayni;vici; ! Xwazmayngjci; ! aymugq;ci; tp&onwr umu,ici;rmu
agqni&uxmyion/ MOSS CA \ Key generate [y\VY|CI;U IUWIa&;gXMON Key Generation
Ceremony EWI; agni&uxmnyjon/

IM&r,0;pormEWU Key Pair TMV;U IUWIOWIrwWXnon owrwcurn twi;
Generate |YVYYJON/ Key Generate yI\VyONVYyie;p0u y1y Network El Internet GWQUIX;
[ci;réaomn 0;0eowrwxXmnon ueyiwnwiony\yylon/ CA Key Pair Generation ETOU
gionvyie; (Activities) Tm\v;uaedu ! €ceEiwu rwwr;xmdly; yi0ivyagniotnv;
r vurwagx,yyion/ prtyclyor owrwxmonumvtx Xrwwrrmu Vvityov
ppaq;cl; (Audit) ! jyevnluné&rrm; (Tracking) yIVYyE1&e Or;,gqn;Xmyion/

6.1.2 ouaocvurw imar;o;pormo Private Key ay;y|Cl;

(Private Key Delivery to Subscriber)
RA EI Subscriber '\ Key Pair Fil;U MOSS CA I Generate |yI\VYYJU Handware

Token (O) Device MU Vicpwcigaonen;o; T ay;yjzealyjon/ Device U Activate [yiVYy&e
VviEyaon Data U RA (O) Subscriber O ay;yylon/ Xoayycl;rmuwvn; rwwr;Xmé&
yijon/

MOSS CA I Key Pair XWaY;ylU Private Key UOUAOCVUrwWEr;€pm (Class 2,
Class 3) TWU Im&r;0,pou , Wi RA XO Vvnagnu i Xw , & vtyyion/
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6.1.3 CA \ Public Key U Relying Parties I'l;r' €O;yE1&e pplagmi&uxm|ci;

(CA Public Key Delivery to Relying Parties)
MOSS CA \ ouaocvurwEl imé&r,o;porm\ ouaocvurwemnv,u ,I;

CA \ Website [ZpaOm www.moss.commm WI Download [yiVYEi&ewixmyjon/
Im&r;0;porm\ OUaOCVUIWE& Certificate Chain W1 Root CA E1 MOSS CA \ ouaocC
VUrWEIEW Full Certificate Chain €M\V;yI01rNjzpyloN/ S/MIME Protocol U €O]ylaon
Relying Party FMEI Ouaocvurwtoyiormon 4i,w& MOSS CA OUuaoCVurw
\ Validity U O&&e Certificate Hash Value U Website & Hash Value E1 wuqippaq;&rn/
MOSS CA OUAOCVUIrwu Root CA \  National Repository [zpao
www.rootca.org.mm/repository WiV N; aznyXmrnjzpyjon/

VEyylu Root CA Ei MOSS CA \ OUaOCVUrwrmu Download y\YT
rr\ Computer W1 Install yiVYETyjON/

6.1.4 Key \t&, pm; (Key-Sizes)

Key-Pair I'M;\ Private Key MU Cryptanalysis JyiVYyCl;en;zi og&atnijyivyici;r
unu , E1ée vavnuaon Key £&N (Key Length) XM&yloNn/ MOSS CA \ Key Length I
(2048) Bit RSA jzpyjon/ RA Ei Im&r;0;porm\ Key Pair Size ON (1024) Bit jzpyion/
vurwag; X;éetwu TOo;ylaon Hash Algorithm M SHA1 |zpyjon/

6.1.5 Public Key Parameter yI\/yjCI;EI €&Ntao;ppaqjci;

(Public Key Parameters Generation and Quality Checking)
ougqijci;r&yy

6.1.6 Key to;jy(&o N&N& , CU (Key Usage Purpose as per X.509 V3 Key Usage Field)
MOSS CA \ Key U attnuyigné , curmjzion to;yyjon/

e IM&r;O;porm\ ouaocvurwu "“p*pw , Vurwag;x;xway;&e !

e CRL rmXxway;&ewjzpyion/

6.2. Private Key Unu , |Ci;E1 Cryptographic Module O;pXe;ciy|Ci;rm;

(Private Key Protection and Cryptographic Module Engineering Controls)
MOSS CA ON Physical | Logical ET Procedural Control rsm;aygi pyun I;\ Private Key

u trewu, Vvicpwcréapée pragni&uxmnyion/ ouaocvurwingr;o;pormn;
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rr\ Private Key |yiqicgcl; ! aymuq;ci; | owpyrto;yici; ! tjcmorm €mxwazn
aymumcl; (Disclosure) Fmu umu , &evityaon uwiunu , rrmjyivyse toay,xn;
yijon/

6.2.1 Cryptographic Module \t&Ntao;pEi xe;ciyrrm;

(Cryptographic Module Standards and Controls)
MOSS CA ON pepvcirEwWU Key Generate [yIVY|CI;E1 Key Storage €TWU FIPS

140-1 (Level-3) £Qi&ON Hardware Security Module U €O;ylyjlon/

6.2.2 Private Key U vtrsm;xe;cs'(yr (Private Key (m out of n) Multi-Person Control)

JyXme; xm;jci;r&yy

6.2.3 Private Key Escrow Y\/Y|CI; (Private Key Escrow)
JyXme; xm;jci;r&yy

6.2.4 Private Key Backup [yI\VY|CI; (Private Key Backup)

MOSS CA ON 4i;,)\ Private Key U oObm0Oab;€tE&n , uaénujy,aontc) vyie,
quvuagn&uEide (Recovery jyivy&e)twuon p cp yjlowrwcurm €wi; Backup
Copy Xm&yion/ X Key rmu ViI0uu® (Encrypt) [y'WYyT HSM Wi XNOI;y; Disaster

Recovery Site WW1 Or;qN;Xm.&yjon/

6.2.5 Private Key rwwr;a [ mi;Xm&r (Private Key Archival)

MOSS CA Key Pair F;OUWr;ueq;yju ten;q;ouwr; (5) Ep rwwr;a[ ni;tjzp
or,gn;xXm&yjon/ X Key Pair rmu yevno;pci; ryivyEi&e vtyaom Procedural
Control FmXme&ly; HSM wior;gn;xmn.&yion/ rwwr;a [ ni;tjzpor;gn;xXnonouwr,
(5) Ep aumomyiu p cp wia&omnxmnontwi; vicpnzug;ypyjon/ ouwr;ueon
aoM CA Certificate FM;U OUWI;XYrrw;awnylu X Key Pair FMUO;T Sign X;/CI;Hjyl
vyawnyy/
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6.2.6 Private Key U Cryptographic Module XWi (O) Cryptographic Module I
aymi;a&lci; (Private Key Transfer into or from a Cryptographic Module)

MOSS CA ON rr\ Key Pair U VUIrwa&;X;CI;y\VyrnN Hardware Cryptographic
Module Wi Generate |yVYYyjON/ ai; &yl X Key Pair U Recovery yIVY&EWU (Encrypt)
YVYyT rwlor;,gn;Xmyion/ X Key Pair U EJCNaoON Hardware Cryptographic Module O
Backup Ejzp aymi;adlyju Encrypt yiVyXmoOn ypjzion wpcrwpco aymi;adjci;yivy
yion/

6.2.7 Private Key U V[lOuu*ayni;Tor;gqnjci;
(Private Key Storage on Cryptographic Module)
Hardware Cryptographic Module (HSM) Wi OF;gN;Xm,0N MOSS CA \ Private Key U

ViIl0uu "ajyni;Xmaonm (Encrypted) ypjZ1ON OF;gn;Xm:&yijon/

6.2.8 Private Key U Activation Data O;TUnu , CI;
(Method of Activating Private Key)

MOSS CA On oi)\ Private Key Q;&jCl; C;,c&cl; yjyicgci; tciréormr
o;pict} zilunici;r&ap&e Activation Data U UNU , [CT;rm; yIvVyXmyion/

Private Key U €O} T Sign X|CIjyiVYEi&e Activate |yIVVY&NIWi Trusted Person
ten;q; (2) 0; yi01yivyron atmijriaprn jzpyjon/

Class 1 Private Key I, ! Class 2 Private Key FMEI Class 3- Private Key rmu
unu , ryivyéetwu powrwciurm- Subscriber €O;ylaOMm Workstation EI Private Key U
ticnorm Oiaénuo;pict;rylvyEi&e vtyaon &yyi;,gi&mwmg;umnu , rom yivyXmeyl
on/ 41yl MOSS CA ON Subscriber rm&m €y" (6.4.1) wi aznyxmontwi,
Password U TOjy&e (0O) tvmwvicréaponen;rm To;yyjon/ (Private Key U
TOjyiée Password XMm&|Ci; | Windows Login (or) Screen Saver Password (Ol) Network Login
Password I, EO;yiCI;) rmu jyivyxmnyion/

6.2.9 Private Key U Deactivation }y\/Y|CI; (Method of Deactivating Private Key)
MOSS CA ON Signing Vyiejyivyy,aontciwi; Activate Vyie;pOwi yj0icaon
Trusted Person I' Manual Shut Down [y\/Y|CI; ! Log Out [yI\Y|CI;jZ1 Private Key U Deactivate

yvyylon/ ouaocvurw im&r,o;pormon rrvyie;agni&ujy;ontcwi; cps wi
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azmyxXmoNTWI; rr Private Key U Deactivate Vy&e wnle&yjon/ RA EI ouaocvurw
Im&r;o;pormon rrvyie; agni&ujy;on TCWI; rr Private Key U Deactivate VYy&e !

e-Token U Z , &MjCi; (O) Certificate Store & Key File I, zZucjci;wu jyivy&ewnle&yijon/

6.2.10 Private Key U Zug;/Ci; (Method of Destroying Private Key)

MOSS CA ON 4i;,\ Private Key U ZUQ;&MWI HSM U pudxwrvtactae
(Factory Initial State)O ajymi;vicien;zi yevnwnagnuo;pEijci;réapée tiui;tue
réatni zuq;ypylon/ xozudq;ypontcwi;rwwr; Log ZIXn&rwwr;wixmnyion/

6.3. Key Pair prxe;or;ci;Eiouqiaon tjcmen;vr;rm,

(Other Aspects of Key Pair Management)
6.3.1 Public Key Tm\;u rwwr;a[ mi;xm&r (Public Key Archival)

MOSS CA ON 4I;)\ Public Key EI Im&r;o;porm\ Public Key TmMWV;u
rwwr;a [ ni; (Archive) Ejzp or;gn;xmyion/

6.3.2 ouaocvurwEi Key Pair TO;yirumv

(Certificate Operational Periods and Key Pair Usage Periods)
MOSS CA Certificate \ Operational Period ON Y , ZU|CI;rc&yju (3) Ep zpy ilon/

Xyl MOSS CA on i)\ ouaocvurw ouwr;rueq;r (1) Ep luwiT ouaoc
vurwtop xXway;ci;u &ypyjon/

Certificate Issued to Validity Period
End-user individual/organizational subscriber Normally up to 1 year
CA/RA Administrator certificate Normally up to 3 years

Table (3) — Certificate Operational Periods

6.4. Activation yI\/Y|CI; (Activation Data)
6.4.1 Activation Data y\/Y|CI; El Installation y'\/Y[CI;

(Activation Data Generation and Installation)

Im&r,o;pormei Moss cA wi yl0iormon 41w\ Private Key rmtwu
Activation Data '] Generate El Install [yiVY&MWI , T; Private Key aymud;! C; , ! yiqqic&Ci;
rgiormr Xwazmayngjci; O;pici;wu umu , &een;vr;rmxmngaqmni&udrn/
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Activation Data Eaejzl Password 'l €O;y|CI;E1 X Password Fmu €V , WU ce
rejci;l c;, ci;rvyEi&e jylvyXme&rn/ Activation Data FM;UTO;yIT Private Key U umuU ,
xm&rn/

6.4.2 Activation |yiVYy&nwi Ojaontcutvurmu unu ,ci;

(Activation Data Protection)
Im&r;o;pormEl Moss cA \ ,lunpwcé&aonlexr;rmon 41w\ Private Key

rmEWU Activation Data MU en;Vr,rmo;1 , I; Private Key aymugq;ci; ! c;,
yiqicéjci; ! rgiormr xXwazmayngjci; ' o;pici;wu unu , Xm:&&rn/

6.4.3 Activation yl\Vy&nwi o;aontcutvurmEl ouqiaon tjcntauni;
TENrM; (Other Aspects of Activation Data)
6.4.3.1 Activation y\Vy&nwi Oaomtcutvurmay;yct;

(Acitvation Data Transmission)
Private Key \ Activation [yVY&Mwi€Ojyaon Data U ay;y&mwi aymuq;ct; '

c,,c&ct; ! jylyicdci; ! t€cir&bzi[aynqgjci; (Disclosure) ! We&nrOi€o;yicl;
(Unauthorized Use) rc&ap&e umu , &rn/ wWindow E1 Network Logon User Name El Password
U WzuT im&r,o;porm\ Activation Data EzZpETOy&mwWI Network rwqiay;ylaonm
Password U rouqiaon User I r€o;yici;r&ap&e unu , &rn/

6.4.3.2 Activation yiVy&nwi Ojaontcutvurmzug;ci;

(Activation Data Destruction)

Activation Data FMUTO]yIT Private Key U aymuqjci; c;, c&ci; ylyicgci;
tcirdbzi[aynqgici; (Disclosure)) W&MrOI€O;yicl; (Unauthorized Use) r&ap&epraqmi
&UXMY|ON/ Activation Data MU FWWr;Xe,Or;Xnonunvaunvei zug,ontc
Overwriting [yVY|CI; (O) trewu , zuq;ypci; en; (2) riv; (0) wpri;ruo; T pepwuy
zuqyion/

6.5 ueyiwnpepviciag; Xe;clyrrim; (Computer Security Controls)

MOSS CA Ei RA vyie;rmtwu ,lunpwcéonpepu A[ tzEilujuyrtzw
\ oabmwncuizi owrwxmon vica&qgién neumcurmEitn uunréatni
agni&uxmyion/
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6.5.1 ueyiwnvica&twu enynnqi&n ojcmvycurm

(Specific Computer Security Technical Requirements)

MOSS CA ON 41;)\ CA Software El Data File ;U rouqionmr Access Ny\VyEl
&e ,lunpwcdon pepxméyijon/ Xyl Key Generate |yiVyaONn Computer | CA
vyie;rmEiouqionN Database M Server MM €M, wWU&UUIW , O;pEiciUu owrwxmé
on ,lunpwcormuon ciay;Xmjy,civaon Business Ttaumnijycujzion o;pcijyly|
ON/ General Application User I, WU Production Server W1 Account IXM&yl/

MOSS CA \ Production Network U EJCM; Components NMEIO;/Cn;jzpapée (Logically
Separated) aqMI&UIXMYION/ Network Access UWVN;UMU , Xmyjon/ MOSS CA ON
A1;\ Production Network U E€WIy1; (Internal) E1 €ylyl; (External) UL;aum0iadmuici;
rylvyEi&eei Firewall U €O;y TUNU , XMylON/

Password Eipywvi0;T ten;q; Character Ta&twuuwvn;auni; ! Alphanumeric Ei
Special Character I, ayji;pyyj0i&evn;auni; ! Password rimuaymi;vay,&rnumvuvn,
auni; owrwxmnyjon/

RA Software EI Data File rimu , lunpwc&onpeptizpagni&uxnsy; rouqio
rmr Otaémuto;riyEiatmi en;ynmpné&i;ppici;qién owrwcurm! ty" (4.5.1) Ei
tn agniduxmyion/

RA MON Network U €WIY1; (Internal) E1 Ey1yI; (External) UL, aum0iadmuici;
ryivyEi&eei Firewall U TOJYIT UNU , XmYyjoN/ Network Activities I, \ Oalbnokbmnd
(Nature) EI Source UuUeow(ci;rmuwvn; pragni&duxmnyjon/ RA rmoN Password
TOo;yirEl pyviO;T ten;q; Character ta&twuuwvn;aumni; ! Alphanumeric EI Special
Character IiM; ayin;pyyj0i&evn;auni; ! Password Fimu ayni;vay,&rn umvuwvn;aunt;
owrwxmylon/ im&r;o;porm\ toutwvurm Xe,or;Xm&aon RA Database im;&m,
wudutojyici;u owrwxmnon ,unpwcormuon ciay;Xmjy; Xoo;p&ermvn;
civaontauni;yciu (Business Reason) &&rn jzpyjon/

6.5.2 ueyiwn vica& tqitactae (Computer Security Rating)
vityoviyXneyjon/

6.6 en;ynnqié&n jzppOrm xe;clyr (Life Cycle Technical Controls)
vityovijyXneyion/
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6.7 Network VICla&qi&n Xe;clyrrim; (Network Security Controls)

MOSS CA Ei RA on o)\ vyiermtnv;u rouqiormr Oiaénu 1 rornrr,
ryivyEi&e vicpwc&on Network pepXméagni&uyijon/ rouqiormn; lunéci
rylaon Sensitive Information rmuU tyetwveay,y&nwi Encrypt jyiVyT aomvn;auni; !
Digital Signature FM;O;p T aomvnN;auni; ay;yylon/

6.8 tTceqi&nrwwr,wijcl; (Time-Stamping)

ouaocvurwrm! CRL rmEi €Cmaom Revocation Database FWWIImwi
vyagniontceEiaeduu rwwrxmé&yion/ Xuo tceqidnrwwr;rmjy\vycl;
TWU Cryptographic en;pep to;yike rvyyy

7. ouaocvurw ! CRL EI OCSP qi&nrm; (Certificate, CRL and OCSP Profiles)
7.1 ouaocvurwgién Profile (Certificate Profile)
MOSS CA \ Certificate Fin;ON-

(a) ITU-T Recommendation X.509
(b) RFC 5280 : Internet X.509 Public Key Infrastructure Certificate El CRL Profile,

April 2002 (“RFC 5280”) WET uunyjon/
terg;tgitmzi X509 ouaocvurwrmwi atmuaznyyyrmyl0iyion/

(1) Serial Number

(2) Signature Algorithm
(3) Issuer DN

(4) Valid From

(5) Valid To

(6) Subject DN

(7) Subject Public Key
(8) Signature

7.1.1 Version terO (Version Number(s))

IM&r;0;pormEWU Xway,aon Certificate VersionI X.509 Version (3) jZpyjon/

7.1.2 OUAOCVUrWwW Extension Il (Certificate Extensions)
vityovijyXneyion/
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7.1.2.1 Key Usage &N& , CUIM, (Key Usage Purposes)

X.509 Version (3) OUAOCVUIrwWrmwi REC 5280 Owrwcurmtwli; XNoi;
Xmylon/ X.509 Certificate I'M;\ Key Usage Extension U atmuazmyyy Z , mwiaznyxmon
TWI; Set and Clear [yiVYYION/ Key Usage Extension Criticality Field U @, b , €mjz1 False [
Xnoi;xmyion/

CAs Class 1 and Class 2 Automated Administration
End-User Subscribers | tokens and Class 2-3 End-
User Subscribers
Criticality TRUE FALSE FALSE
0 | digitalSignature Clear Set Set
1 | nonRepudiation Clear Clear Clear
2 | keyEncipherment | Clear Set Set
3 | dataEncipherment | Clear Clear Clear
4 | KeyAgreement Clear Clear Clear
5 | keyCertSign Set Clear Clear
6 | CRLSign Set Clear Clear
7 | encipherOnly Clear Clear Clear
8 | decipherOnly Clear Clear Clear

Table (4) — Settings for Key Usage Extension
7.1.2.2 Certificate Policies Extension

vityovijyXneyion/

7.1.2.3 Subject Alternative Names
vtyoviyXneyjon/

7.1.2.4 Basics Constraints

CA \ X.509 Version (3) CA OUAOCVUrwrm\ Basic Constraint Extension WI CA

Field U True Set ay;Xmyijon/

7.1.2.5 Extended Key Usage
vtyovijyXneyion/
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7.1.2.6 CRL Distribution Point
Relying Party I CA ouaocvurwrm\ tactaeu ppaq;Eiéetwu

End User Subscribers rsm;\ CRL Distribution Points Extension WI CRL File u

www.moss.com.mm/download/moss.crl I download VYETyjON/

7.1.2.7 Authority Key Identifier

CA OoNn Im&r,0;porm\ X.509 Version-3 OUAOCVUIWIm\ Authority Key
Identifier Extension WI OUAOCVUIrwWuU Xway,aon CA \ Public Key U XNOI;
azmyxmyion/

7.1.2.8 Subject Key Identifier
CA ON X.509 Version 3 OUAOCVUIWIM\ Subject Key Identifier Extension WI

ouaocvurwuiagnitwuxway;Xmaon Public Key U XNOI; aznyxmyjon/

7.1.3 Algorithm Object Identifiers
CA ON Certificate FM;U atmuazmyy| Algorithm €O}y T Signing y\VYylON/ SHA-1
with RSA Encryption U€O]ylyilon/

7.1.4 €rnay,yp (Name Forms)
CA ONOouUaocvUurwrim\ Issuer EI Subject Distinguish Name W1 €y" (3.1.1)
wi aznyxmontwi;znoiyjon/

7.1.5 ouaocvurwtrnay;ci;gi&n OWrwcu (Name Constraints)

MOSS CA ORN Anonymous Name Kmuciryy/trnrmon t'ym,&&rntyi
im&r; o;po\trnEivn;ywouri&&rn/ €rnrmon Unique Distinguished Name (DN)
jzp&yirn/

7.1.6 ouaocvurw\r0" gié&n u , pmjyiciu (Certificate Policy Object Identifier)

Certificate Policy Extension U €O ylyjuouaocvurwrnwi 41w\ tr,tpntvu
ty" (1.2) wi azmyxmonEi€tn CP \ Object Identifier (OID) XNOI; azmy
ay;xmyion/

Page 49



7.1.7 r0"gié&n €O|yir (Usage of Policy Constraints Extension)

JyXme; xm;jci;r&yy

7.1.8 r0;"t&ntao;ypEiad[n&t"yn, ziqcu

(Policy Qualifier Syntax and Semantics)
vtyoviyXneyjon/

7.1.9 ouaocvurw\ta&u,aonr0"qi&mal [ m&€"yn , rmuagmni&uci;

(Processing Semantics for the Critical Certificate Policies Extension)

JyXme; xm;jci;r&yy

7.2 CRL Profile

CRL WiatmuazmyyiZ , m€Wi; Basic Field rmyj0iyjon/

Field Value or Value Constraint
Version X.509 Version 2 CRLs.
Algorithm used to sign the CRL: SHA-1 (or) MDS5 in accordance with RFC
Signature Algorithm | 3279.

Issuer

Entity who has signed and issued the CRL.

Effective Date

Issue date of the CRL. CRLs are effective upon issuance.

Next Update

Date by which the next CRL will be issued.

Revoked Certificate

Listing of revoked certificates, including the serial number of the revoked

certificate and revocation date.

Table(5)- CRL Profile Basic Fields

7.2.1 Version Number (S)

CA ON X.509 Version 2 CRLs F'M;U (Support) yivVyylon/

7.2.2 CRL and CRL Entry Extensions

JyXme; xm;jci;r&yy

8. uunré ! r& pm&i;ppici;El tjem €ujzwrrm;

(Compliance Audit and Other Assessment)
MOSS CA \ vyieagni&uryptn, lujuyrEl A[ €zw oabmwnxmon Security

El Technical Guideline WiazmyxXmon tcutvurntwi; ujuyrtzr vtyov
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ppaq;r jy'\vyrnjzpylon/ Root CA Ei IUjuyr€tzw\ Compliance Audit [y\Vy&&rtay:wi
rwni nelunontwi; zngn;agni&uomrn jzpyjon/
Xyl cA on 41)\,lunpwcéaonpepu aocnréapéetwu yevnppag;cl;
Ei pprippag;ci;yivyénwi ten;q; atnuywyiyijon/
e Vica&El wvyx;vyen;rim jyevnpppci; (Vvica&qi&n pmn&upmwr;rm; !
Cp/CPS | cA ETouqiaonoabmwpnciyrim;) !
e MOSS CAOnatnuyrtajctaermjzpay:Viidi;\pepupné&i;ppici;yvy&rn/
= CA \ pepEi Root CA \pn&i;ppiCi;rmwi Owrwxmaon prieli
uunrréonu awa&sici; !
» rawnwgxcurrim; (O) cl;aznucé&rrm; jzpay:ici; !
= CcApep\ V|cla&; (O) Integrity U ysup;ETac&aon uprmjzpay:jci;

e CA ON VLyylu Risk Management U aqmi&uérn/

8.1 tujzwriurke,El tactae (Frequency and Circumtance of Assessment)

e Root CA ON ouaocvurwxwayyici&o ca rmu (1) Epwi (1) lur en;ynn
qi&npmé&i;ppict;yivyyion/

o pm&i;ppci;rmu  lujuyrtzrvucaon teéntcijyn0on pn&i;pptzrmEi
ppaq;yilon/ pm&i;pptzwi VUurwépn&i;uiwpOEl Certified Information System
Auditor Wp0; yi&rnijzply; wpO,0,on “p*pw, ouaocvurwrmkEi , 1;wEl
ywouaon toynn ! A ow&ojzp&rn/

e CA rmon rrpeptwi; Internal Audit U WPEPV]i (2) lur ppag;ci;yivyyion/

8.2 tmen;cu (O) vtycurmay:rwnivyagnicu

(Action Taken as a Result of DeficienCY)

MOSS CA On pmé&i;ppici; ppaq;cutd viycurm! ci,cUEl tmen;curm
&iu lujuyrtzEl Root CA r nelumontwi; zngn;agn&uyjon/ ci,cu !
tnencurmtay:rwni tag;, rn Action U MOSS CA \ prtyciyrtzr gjzwyjon/
MOSS CA \tyclyrwi wn0e&Ormon Corrective Action Plan U Taunitxnaznée
wnledyijon/ tu, T Xci,cUEivtycurmon MOSS CA \ Security El Integrity U
lcriaicmuxcuaprnQylu CA r Corrective Action Plan U &U (30) €twi; a&qit
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oiavimaontcetwi; taumitxnaznrnjzpylon/ Serious Exceptions F[won
Deficiencies mEtwu cA r Xtcou\ ta&yru wucuil oiavmaontas;,ru
qg;zwrn jzpyjon/

9. ticmaomp;yma&;&nel Oya® qiémtaumi; €anrm;

(Other Business and Legal Matters)
9.1 ay,oi&rnaiau; (Fees)

9.1.1 ouaocvurwxway;ci;Etouwr;w;ci;twuay;oi;&rnali

(Certificate Issuance (or) Renewal Fees)
IM&r,0;pormr ouaoCvVUrwxw ,|ci;) ouwr;w;ci;El ouaocvurwprce

cici,qigémwtwu woilaiu CA (0) RA rimolay;aqmid&yirn/

9.1.2 ouaocvurwu lungci;twu wuioial (Certificate Access Fees)
ouaocvurwrmtn ouaoCVUrwrwwr,wu (Repository) WiXNOi;cl; (O)

Relying Party I, €O;yETatniagni&uay;ci;wtwu woiaiaunucrnr [wyy

9.1.3 ouaocvurwy , zupn&i;El tactaeu lunégci;twuuioiai

(Revocation or Status Information Access Fees)

MOSS CA ON Certificate Revocation List (CRL) XW|y€|CI; ! X CRL U Relying Party
rmr luné&Eigeyvyayci;wtwu woilalaunucrnr[wyy olaontjcmaon Vvalue-
Added Revocation Information Oeagmirrm€twu woOialaunucrnjzpyjon/ cA on
tjcm;aom Third Party M Revocation Information rm;! Certificate Status Information Il (O)
Repository W1 Time Stamping [YiVY|CL;rmu CA r ougidnwnOec\pmzia&;omcijyl
XMmict;r&yju cirjylyy

9.1.4 tjcmaomOeagnirrmEwuUuiOial (Fees for Other Services)

MOSS cAon p cp Ei , i;Etouqgiaomn CPS U Access VY[Ci;Ewuwioiai
aunucici; r&yy Document rmuluné&r, rfwb jyevnxwa0ci; (Reproduction) '
yiqgipci; (o) , ;wu tojy 1 ticnaonvyierm, quvuvyuijci;uoaon tjcmaon
&Né& , curmjzi€o;yVvylu Document MU ryici (Copyright)y &O MOSS CA El oabn
wncu &, agni&uérn/
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9.1.5 jyetralayjci;qi&n r0)"rm; (Refund policy)

MOSS CA ON Wi;uyaon VyX;Vyen;rm; (Practices) Ei r0}"rm; crwi ouaoc
Vurw xXwaycr;qién vyiermu agni&uyjon/ ouaocvurwxway,yici&or
im&r,o;potn  4i;\ouaocvurwtojyénwi tqirayr&yiu xXw,jy; (7) &u
Ttwi; , I;\vurwuy, zuayylge MOSS CA XO awni;gvmaontc] atnuyjtwi;
yetr;aiu xXway,yjon/

® (lass 3- Type-A OUAOCVUIrWwpapnivii
» £p&Xmeqi&nrmtwu  wy (15,000 ) jzpyion/
= y*vugiénrmtwu wy (20,000 ) jzpyion/

® (lass 3- Type-B OUaOCvUrwwpapni Vi
» p&Xneqi&nrmtwu wy (10,000 ) jzpyilon/
= y*vugiénrmtwu wy (20,000 ) jzpyion/

9.2 b@na&;qi&mwnle , I (Financial Responsibility)
9.2.1 tnrcXm&r (Insurance Coverage)

MOSS CA OnN TrmrmEIceVvyXmcurn; (Errors and Omissions) TWU Olawnaon
tnrcaiu tnrcurP (0O) rru, yitptplzi tnrcxméyijon/

9.2.2 Ejcmaom Assets I, (Other Assets)
MOSS CA Oon , ;) \\vyie;rmvyagni&e! wnlermuagni&uée! im&r;o;pormEi
Relying Party i, €M, avimalu;aiay;éedyju ay;acEiéetwu vavnuaonaiau;&yjon/

9.2.3 ticmaontnrcwi yi0Irrm (Extended Warranty Coverage)
JyXme;xmjci;ré&yy/

9.3. pyma&gién toutvurmu viouict,;

(Confidentiality of Business Information)

9.3.1 Vildutjzpowrwxmnaon tcUut\vurm, (Scope of Confidential Information)
MOSS CA on Im&r;o;porm\ atnuaznyy; tcutvurnu vidutcutvu

I'M; (Confidential and Private Information) [ owrwyjon/

e oOuaocvurwavnuxmicl;gi&n toutwvurm Ei y,wwijycurm, !
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® Managed PKI U agni&uaeaon Customer M, \ Private Key im;
e Vvyieagni&urgi&nrwwr;rm€m\; pn&i;ppici;gi&nrwwr;rm; Ei€p&icpnrm;!
® Contingency Plan E1 Disaster Recovery Plan ril; !

® Hardware, Software 'l;\\Vyie,agni&ur (Operation) \V|Cla&,Xe;ciyrrim; ! ouaoc
vurwOeagniray;ci;\ vyiepreycyrgiénrmel owrwxmnaon pn&i;aé;of;
ci;,gi&mOeagnirrmEi ywouon tcutvunm !

9.3.2 Vilutcutvurm][ rowrwxmnaon tcutwvurm

(Information not within the Scope of Confidential Information)
ouaocvurwrm! ouaocvurwy , zujciEl ticmouaocvurw\tactae

(Status) QI&M Owl;EcUtvVUIrm MOSS CA Repository EI 41,7 €EWI& OWI;
toutvurnu VIOUEL y*vag giéntcutwvurm; (Confidential and Private Information)
tjzp rowrwyy ty" (9.3.1) wi Vii0u [ owrwxmaon tcurmwi ry0ionrmu
Villuée rvaon y*iva&qiénr [ waon tcutvurm (Non-Confidential (O) Non-Private
Information) [ owrwyion/

9.3.3 Vilutcutvurmuunu , & wnle , agqmi&ur

(Responsibility to Protect Confidential Information)
MOSS CA ON Tcnmaonrouqiornm, (Third Parties) I VIOUEIy*va&qién

TCUTLVU (Confidential/ Private Information) rmu cf;aznuOia&nuiungci; rjyivyEi&e
pragni&uxmyion/

9.4 wpOwpa ,nuEigionu, a&tcutvurmu vicréatniagni&uict;

(Privacy of Personal Information)

9.4.1 y*iva&qié&n tautvu VIOuici;prcu (Privacy Plan)

MOSS CA Ei RA rmon wpO;wpa , nuEigion u, agtcutvurmu vicré
atmi agniduéetwu nelumcurmEl uunr&aon Privacy Policy U a&gagni&u
xmyijon/
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9.4.2 u,a&Vvidutizpourwontcutvunrm (Information Treated as Private)
ouaocvurwaviuxmoEl ougiontcutvurmXr CA r Xway,on

ouaocvurwrim ! OuaoCVUrW Directory Il On-Line CRL W1 azmyXmonrmrv

ueaontcutvutnv,u u, agVvidutcurm [ owrwyion/

9.4.3 u,a&Villur [w[ totrwyxmnaon tcutwvurm

(Information Not Deemed Private)
trnynolundEion ouaocvurwwiaziyxmnon toutwvurmu u, ag;

vidutcutvurn [ rowrwyy

9.4.4 u,a&vidutcurmu unu , &ewnle , rrm

(Responsibility to Protect Private Information)

CA/RA  Ei 4I)\ Participant TMV,0oNn vucédxnon vilutcutvurmnu
clhazmuluncgcl; (Compromise) EI - Ecmrouqiotztpn;rmXx ayyjci; azmycl;
rzpapée unu,Xmontyl weéenp&iyicitsé ynwi& jyXme;xmaonlya®rm€wi;
uunr &ap&evn; agni&uxmnyion/

9.4.5 u,agtcutvurnuto;yéetwutauni;jumjci;Etoabnwncu

(Notice and Consent to Use Private Information)

o CP wiyigkon u, agtcutvurmnu ougion Privacy Policy (O) avimuxm
o\ oabmwncur&écvii tojyrnr[wyy/ ptyi;on Privacy qi&n unu , Xm&&rn
owrwgurmtwi; zpyjon/

9.4.6 wémp&ia&; (O) prceca&;gidmvyie;pOrmtwuxwaznay;ci;

(Disclosure Pursuant to Judicial or Administrative Process)
MOSS CA ON rrXwi Or;gN;XmonN (Confidential) El Private Information rmu

prceca&gisénuprmEi tjcmaonwéma&;qidnvtyaonvyie; (Legal Process) I twu
lujuyrtz\ ciyicujzion aznxwjyoci &yjon/

9.4.7 ticmaontoutvurm xXwaznéetactaenm

(Other Information Disclosure Circumstances)

JyXme; xm;jci;r&yy
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9.5

OPpr&nyiqiciqi&n tcitad; (Intellectual Property Right)

MOSS CA ON OUaoCVvUrw Im&r;o;pOrmEl Relying Party rim;€m; OPpr;&n

yigiciqgiéntcitagay,ci; (pr) (0O) XOjyivyay;&e tcitnPnEiwnler&yy o cp r

u; ,aonrnontauni;ténrg p ceru;, auni; u;uncu ! &nne;cu y&rn/

MOSS CA OnNn atmuazmyy; tauni;témwEi ywoui Moss cA \ ryi[

owrwyjon/

9.6

" MOSS CA \ Hardware I, Ei MOSS CA r a&omXmaon Manual rim; '
avinuwvnrm! &wi;vyx; Vyen;rm! MOSS CA Network layout Fil; !

= p cpEl cps!

= CA\trn Ei Internet Domain Name !

= CA \ Key Pair rm; !

u, pmyirrmEl €nrccurm; (Representations and Warranties)

9.6.1 MOSS CA rwn0e , rn TCUIrM, (CA Representations and Warranties)

MOSS CA ratnuyrtcurmEi pyvio; T vavnuaomnaocnré&rn/

MOSS CA I Xway;Xmaonouaocvurwavnuwvnrm (ol) Xway;y,aon
ouaocvurwrmr toutwvurmu rm , I;pnazmnyjcl; (Misrepresentation) F&&yy/

ouaocvurwavnuximicl; (Certificate Application) (O) OUaOCVUIW)yivy
crwu  pragmi&uéniic  ouaocvurwr toutvu (Information) MU
ouaocvurw aviuxmjci;u Ttwnjyo (0) ouaocvurw yvyo
\ owcil, 1;raumi €rmrm; ryi&apé&yy/

MOSS CA F Xway,aonouaocvurwrinon p cp Ei cps wiygaon !
Vvtyaon owrwcurn€mV; (All Material Requirement) EI uunr &yjon/

ouaocvurwy , zujci;Eigiaon Oeagnirrm; (Revocation Services) EI Repository
to;yiron p cp El CPS rm& OWrwcurm; (Material Aspects) €MV;ET uunr
&yilon/

9.6.2 RA rwnle , rn tourm (RA Representations and Warranties)

RA ratnuyrtcurmEi pywvio; T vavnuaonaocnr&&rn/

ouaocvurwavinuwvnrm (o) Xway;y,aonouaocvurwrimr toutvu
rmu rm; , 1;pnaznmyjci; (Misrepresentation) r&&yy/
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e Quaocvurwavimuxmici; (Certificate Application) (O) OUAOCVUIW]yVY
chwu  pragni&uéni  , 1;\aznyyrecutvu (Information) MU  avimuxn;
ci;u twnjylo (0) ouaocvurwyivyo\ owci , i;raumi €rmrm ryéapé&
W

e oQuaocvurwrnon p cp Ei cps wiyiaon ! vtyaonowrwcurm tnv;

(All Material Requirement) EI uun réyio n/

e Ouaocvurwy, zujci;Eigiaon Oeagmirrim; (Revocation Services) EI Repository
tojyron p cp Ei CPS rm&OWrwCurm, (Material Aspects) €MV;ET uunr
&yion/

9.6.3 ouaocvurwavnuxmorwmle , &rntcurm

(Subscriber Representation and Warranties)
ouaocvurwavinuxmor tmrc&rntcurmm -

e ouaocvurwwiy0ion Ppublic Key Ei 41;E1 ouqiaon Private Key UO;T
a&;X;Xmaon Digital Signature WI;0NOUAOCVUIWINE&I;0;pO\Digital Signature
jZponNn/ XDigital Signature UV UFWag&;X;aecewi4i; ouaocvurwon to;yit
&aomtacaewigy,ouwr;ueq;cl; (Expired) (O) Y, ZUCECH; (Revoked) TaC
taeri; rizpap&yy/

e 41w\ Private Key Uaocmpnxe;,or;umnu ,Xm&rn/ rnoncijyirxmnaono
(Unauthorized Person) I OUAOCVUIWIN&r;,O,pO\ Private Key U, 10;pEI[CI;
r&ap&yy

e Ouaocvurwavinuxmoray,aontcutvurm ouaocvurw avinuwviwi
agoiaontcutvurm Ei ouaocvurwwi azmyxmaon toutwvurmon
reueré&&yirn/

e Ouaocvurwu p cp Ei cps wiyigon cijyixmaon wén0iaonOya"qién
&Né& , CUIM; (Authorized and Legal Purpose) TwuoON €O;yi&yirn/

e Im&r;o;poonrr\ouaocvurwitn ouaocvurwxway,yicido (CA) uo
ticnaonouaocvurwrm ! CRL rmu Vurwx;ay;cl; (Digitally Singing) Ny\/y
&yy/
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9.6.4 Relying Party rm;rwm0e , rncurm

(Relying Party Representation and Warranties)
Relying Party rM:ON rr,lunriylon ouaocvurwEl 4i;wiyj0iaon ouaoc

vurwgidntcutwvurm\ ppreru po;pmq;zwée vEyauni; Relying Party Agreement
wiagonaznycurnuenvnyauni;Er ? , 1;,o0uaocvurwu o;péeoi ! roi
q;zwée rrwionwnle&auni; emvnNoé&arnjzpyion/

TtXupny*wiazmyxmaon CP Y| Relying Party rim\vuenagni&u&rnwnlerm,
(Obligation) U Vvuenrrgci;auni Oya* gi&mtui;qurmjzpay:vmnyju , i; Relying Party I
winle , Vucérn jzpyilon/ MOSS CA \ , lunpwcpno;porm\ oabmwncu (Relying
Party Agreement) WI EjCm:aon aznycurmEl €nrccurmuvn; Xnoi;aznyxmnyjon/

9.6.5 ticmaomorm\ u , pnjyirEl wnOe , rrm;

(Representation and Warranties of other Paticipants)

JyXme; xm;jci;r&yy

9.7  Warranties U jil;y , |CI; (Disclaimers of Warranties)

wngoya'rmwiciyxmnon &né&, curnté ouaocvurwo;porm oabmnw
NCU (Subscriber Agreement) El Relying Party Agreement I;ON MOSS CA \ jzpEioOr]
Warranties €MV;U (Warranty of Merchantability (O) &Né&, U wpctwu oOlawnru
tui0iaon rnonN warranty rurq) jiLy, Eton/ Xyiayjqr (Negligence) Or [w
VUcEiz , &aomn owr|ci;r&r (Lack of Reasonable Care) Wyl CRL Wi azfjyxmaor
qi;i 'y, zuyy,;onouaocvurwrntn o;pci;aunijzpay:vnaon tuiqurntwu
rnonay;&ewnle (Liability) UFQ] MOSS CA I jily,Eion/

9.8 ayke&onNrmu UeowXncurm; (Limitations of Liability)

MOSS CA ON ouaocvurwopraumi jzpay:on wudu (O) wuéu
r[waon (indirect) | X;jCmaom (Special) | Ejypay;c&raunijzpay:vmaomn Xcudg;&;rm;
(Punitive Damage) | rawnwq]jzpaon (Incidental) pONwalumijzpay:aon yup;q;&;rrmu
vnauni; ppyrmEil  obmlab;€E&n, rmaunt jzpay:aomyup;rrm€wuwvn;auni;
avmalu;aiay;cl; ryivyyy MOSS CA I Certificate €F;EpnEVU yUp,g;&rtwu
ay,avirnn; (Liabilities) U €rmq; atnuyrEwi; owrwxmnyjon/
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Class Liability
Class-3 (Type A) - 60000 wyy

Class-3 (Type B) - 30000 wsy

OouaoCcVvUurw im&r;o;porm\ Liability EI Limitation U Ouqi&nim&r;o;porm
oabmwpncly (Subscriber Agreement) WiV N;aumi; ! Relying Party i, \ Liability E1 Limit U

Relying Party Agreement WIVNauni; azmyxmnyjon/

9.9 awvmau;aiay;ci; (Idemnities)
9.9.1 Indemnification by Subscribers
vityov yXneyion/

9.9.2 Indemnification by Relying Parties
vityov yXneyion/

9.10 pnur,curmEl &ypCl; (Terms and Termination)
9.10.1 pNn;ur;,cuU (Term)

o cP ONn MOSS CA \ Repository Wi Publication jyivVyonaerpt weém0i
(Effective) YJON/ o CP Wi yiqirrmjyivyyju Xyiqirrmon Repository Wi Publish
yivyonaerpi tusouasnur &yion/

9.10.2 &ypicl; (Termination)
riuncP b cp wi jyiqirrmon Version TOpyXnech;ET ayni;vr yi\vyCi;
réo 1 wém0i cp jzpyjon/

9.10.3 &ypici;tuswénrmEl vyie,guvudywnici;

(Effect of Termination and Survival )

b cpP udypvuaomvn; CA \ Participant IM;ON Certificate 1M\ Validity Period
ynonwiatni X cpyrtcurmtwi; tuilir&dyion/

9.11 wpO;ci1;ptm taunt;umjci,Eiquo, [Ci;
(Individual Notices and Communications with Participants)
vtyovjyXneyion/
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9.12 jyiqgirrm; (Amendements)
9.12.1 jyigirrmjyiwvyonvyx;Vvyen; (Procedure for Amendment)

[o cP wi yIqirrmu CA Policy Management Authority I' [yiVyyjon/ o cp wi
yiqgirwi;u ujuyrtz\ twnpyicué,y;ron jyiqgict; jyivyyion/ jyiqirrmu
a&;omXmonN Amended Form pn&uypjzi4i; ! Update ypjzi4i; ! &ETyjon/ jyjyily,om; cp
Version I, (O) Notices Section WIVN; Link ay;Xmrn jzpyjon/ pp cp wiaymni;vci;
YIVYrrimon CP Object Identifier FMWIVN; ayni;Vrv ! rvu MOSS CA El Root CA
\ prtyciyormr q;zwcuayyjon/

9.12.2 oway;tauni;umjci;en;VvrEl unv (Notification Mechanism and Period)

MOSS CA On cP wi ykon pmyEyici;,giéntrmrm ! URL aymi;vrrm/
quo,&rn  vypmayni;vrrm,  ponwu  luwitaunijuméeEl  lujuyrtz
\ twnjycué, &ew rvtyy jyiyiayni;vciéon/ jyjyiaymi;vvonrnu tuyicu
ay;yEiéetwu tceunvwpc owrwxnyion/ Xjyiyiaymi;vrntcourmEl tiujycu

MU MOSS CA \ Website http://www.moss.com.mm W1 aznyxmyjon/

9.12.3 oIp aymi;vicijyivyrn tactaerm

(Circumstances under which OID Must be Changed)
vtyoviyXneyjon/

9.13 jySenrmu ajz&i;rNen;Vvr;rn; (Dispute Resolution Procedures)

MOSS CA Ei ouaocvurwinér,o;pormtiumn y#yurmjzpymwvnyju 41,wEl
clygxmaon oabnwncurmwi a&omXmon Dispute Resolution Procedure i EWI,;
az&romrn jzpyijon/ veyyju twvuxadnep quo ,agni&ua&0ya’’ ta&ay:prr
Oya"rmay:witacci ay:ayjuaomyoentwi;twnté& tvuxadnepquo ,aqni&u
a& ALtz ! lujuyrtzEi quo, a&nelumro;p;Xnew\ vr;necurmtwi; tas;,
agni&uyijon/

9.14 wvr;ron Oya" (Governing Law)
b CP wi zigxmon twi; bnonyeci; (Interprety ! wnagnuicl;

(Construction) ! €MPmwNapici; (Enforceability) ET wém0ijzpci; (Validity) rmEipywi0; T
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jrernEfi\ wnqOya" rim€&on agni&uérn jzpyijon/ jrernei i\ wnqoya* rmonvii
o CP u vr;r,on Oya*jzpyion/

9.15 ougionOya"rmEl uunréci; (Compliance with Applicable Law)
o CP on jrermEitawntp&r jyXme;xmon Oya*rm) ouqgionen;0ya”rm;

(Regulations) ! pn;ri0;rm; (Rules) ! reauminpnrm! nelumcurm Ei uunr&yjon/

9.16 taxax luwiprcurmyi; (Miscellaneous Provisions)
9.16.1 ocabnwncutmnV; (Entire Agreement)
rouqiyy

9.16.2 wmOeEl tcita&;rm Xyqiay;tyiCi; (Assigment)
b cP wi y0ituw,0iormon rremay;tyxnon wnleEl tcita& rmu

MOSS CA \ oabnwecijyicurdy vaymi; ay;tyci;ryé&/

9.16.3 Oya"t&agmi&UEir (Serverability)

b CP y@azmycu (0) jyXme;cu ! pn;ur;cuwpcEi pywvi0;T ay:ayjuvnon
tactaewp&ywi wéméawn (Court of Law) (O) Ejcmaon c&rmwiwijyu;umici;rykEi
caomvn; Xazmycu (0) pn;ur,curvi p CP \ uetpwtyi;rmon Oya"t&

quvul tuiouadnur (valid) &on/

9.16.4 tmPnouasnuijct; (u, pmv , !adlaetuliagnicel pevwo\ tcitas)

Enforcement (Attorney’s Fees and Waiver of Rights)
rouqiyy

9.16.5 rwmq;E1aom rvegeEiaomzpdy ( Force Majeure )
MOSS CA on obmn0ab;tE&n, rm ppab;pon wn.q; T r&Eiaonup&yrmauni
jzpay:vmaon yiup;q;&;rrmtwu ay,avingewnOersyy

9.17 tcmaomnulwiprourm; (Other Provisions)
vtyov jyXneyyjon/
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9.18 rwcurmay;yéeunv (Comment Period)

o CP EipyviO; T tiuyicu ! rwcurmay;yvyiu o CP tm Publish Vyonaerpt
(15) &utwi; MOSS CA O tauni;umpnay,yEiyjon/ e-mail I mossca@moss.com.mm
jzpyilon/
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aenugquw (u)

Ttwaunupumv;rmEi€"yn, zigouz , mrm;

Table of Acronyms
a0y [ m& T"yn, owrwcu
ARL Authority Revocation List
CA Certification Authority
CP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
FIPS taréu ejynaxmi P Federal Information Processing Standards
OID Object Identification Value
LDAP Light Weight Directory Access Protocol
OCSP Online Certificate Status Protocol
PIN Personal Identification Number
PKCS Public-Key Cryptography Standard
PKI Public-Key Infrastrature
Root CA Root Certificatioin Authority
RA Registration Authority
RSA A Public Key Cryptographic System Invented by Rivest, Shamir, and Adelman
RFC Request For Comment
S/MIME Secure Multipurpose Internet Mail Extensions
SSL Secure Sockets Layer
MOSS CA Myanmar Online Security Service Certification Authority
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aemugquw (c)

Ty, owrwcu
OUaOCVUIrW (Certificate) qoOnNrm vurwagx;oEi X;rvurw zew;aon
tcutvuw\ quE,ru aocmpon Ttvuxadnep TtoULVUOWIVN
or[w tcmrwwr;tjzp ouaocvurwxway,ou Im&r,0;p0 (Subscriber) €M,
Xway,onvurwugvon/

(or[w)
OUaOCVUrW (Certificatey CONIM OUaOCVUrwxXway;yiciéo (CA)
\ Private Key [Z1a&;X;Xmaomn "p*pw , X;rVuUrw (Digital Signature) ZI XWay;,
XMmaomn ouaoCVvurw im&r,0;pO (End Entity) \ Public Key EI Tjcmaon
toutvurny0ion toutvuzpn;r (Data Structure) UQVON/

rvtéi;grpouaocvurwxway;yici&O (Root Certificate Authority) QQONIT
ouaocvurwxwayyici&éo (CA) rmo ouaocvurwrm xwayjci; '
prcecict; ! y, zujci; | ouwr,w;ci;rmjyivyEi&e lujuyrtzu twvuxadnep
quo, agni&uag,Oya”té& xXway,onvipiuésaon tztpn;u qvon/

OuUaoCVUrw  Xway,yicl&O  (Certificate  Authority (CA)) QqoONIMm
tvuxagnep  Xjrvurwki  pywi0;T  Oeagmirvyie; aqgni&uEiée
lujluyrtzu tvuxadmep quo , agni&uaé,0ya”té& wnleay;tyxmaony*
or[w tzZltpnugvon/
(or[w)

ouaocvurwxway,yici&O (Certificate Authority (CA)) QQONIM Public Key
Certificate 1M [yivy&e ! Xway;&eEl , I;0UuaOCVUIrwrin\ Ouwr;umv
wavinuv;twu wnle,&e tojyowp0;, or[w trmr ,lunéaon
tztpn;u gvon/

ouaocvurway:vp (Certifice Policy (CP)) ONIm onrevicrvtycurm
Eitn tzZlitpnwpc or[w to;cr tgitwewpc twu ouaoc
vurwwpc tojyEiru azmyaon en;0ya® tptzu gqvon/

ouaocvurw Xwaycl;gién wvuenusiodrn en;vr;nm  (Certification
Practice Statement (CPS)) ONIM ouaocvurwrsm;xway;&mwi ouaocC
VUurw Xwayyicl&o (cA) r tojyon vuenuio&rnen;vr;rim; aznycu
jzpon/

ouaocvurwxway,yici&oy , zupnél; (Authority Revocation List (ARL))
gonrm rvtéi;trpouaocvurwxway,yici&o (Root CA) r VUrwagXx;
y , ZUXMnaon ouaocvurwy , zupn&ijzpon/ Xouaocvurwy , zupnéi;
u tronouaocVvVUurwrwwr,wu (National Repository) Wi Ermjyno tv,
WUEI tcrlunéEi&e azmyxmon/ ARL rmu €tceqidn rwwr,wijcl; (Time
Stamp) JyivVyXmyion/

ouaocvurwy,zsupm&i; (Certificate  Revocation List (CRL)) QqORNnim
ouaocvurw Xwayyiciéo (CA) r wvurwagXx, 1 y,zuxmaon
ouaocvurwy , zupn&ijzpon/ Xouaocvurwy , zupnéi;u  ouaoc
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VUrWrwwrwu (Repository) WI  €rmyno tv,wuEl tcriunéEiée
azmyxmon/ CRL rmu €ceqidn rwwr;wijcl; (Time Stamp) yI\VyXmyjon/

rwWywixmaon Xway;yiCl&O (Registration Authority (RA)) QONIM OUAOC
vurwavinuxmo\ taumi;ténrmEi  ywoul reueré&r& ppagjci;
(Identification) EI Ouwaocrppaq;ci; (Authentication) WEwU aqmni&uay;aon
tzZltpn,wpczpyjon/ RA ON oOuaocvurwu wvurwx;ci; or[w
xway;ci;rylyy (gvonrm RA wp0;on cA wpO;u , pm;, wcillwmOermu agni
&uijctjzpon/)

,lUNPWCPNO;pO (Relying Party) ONIM ouaocvurwu tojyif ouaoc
VUurwEil "p*pw, Xjrvurwrmu ,lunpwcpno;pou gvon/ ppmwr;wi
OUao0CVUIWO;pO (Certificate User) EI , [lUNPWCPNO;pO (Relying Party) U
tyetvetojyEion/

ouaocvurwavnuxmo(o) im&r,O;p0 (End Entity/ Subscriber) CQQONIM
OouaoCVvurw Xwayyicl&o (CA) Xr ouaocvurwwpcu awni;qo
jzpon/

OUaOCVUIrWOUWT;W;CI; (Certificate Renewal) QQONIM OUaOCVUIrwwi
yil0iaon Public Key Or [w wicn, toutwvurmu ayni;vici;réb imér;o;po
CA T, ouaocvurwtopwpcxway;ci;zpon/

Key Pair TOpuU TOjyiT OUAOCVUIW OUWT;,WjCi; (Certificate Rekey)

gonrm Public Key toOpwpcutoyii ouaocvurwtopwpc Xwayjci;
jzpon/
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